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Introductions 

 Phil Aldrich  

     philip.aldrich@emc.com 

– Archer customer since 2007 (Iron Mountain) 

– 2 year Tour of Duty at RSA managing Archer PMM team 

– Currently GRC Program Manager for EMC 

 Jennifer Anderson  

     janderson@verterim.com 

– Former GRC Program Director at a large financial services 
company 

– Currently GRC Program Director                                                
at Verterim, Inc. 

mailto:philip.aldrich@emc.com
mailto:janderson@Verterim.com
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 Share our experience as it relates to best 
practices and effective GRC Programs  

 

• DEFINE the 8 Key of Successful 
GRC Programs 

• UNDERSTAND the application of 
the keys 

• HIGHLIGHT the keys that were 
most impactful for us    

• OUTLINE IMPLEMENTATION tips 
for GRC programs 

 

 

Presentation Objectives 
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Taking the Leap…to an Enterprise 
Focus 

• Department Led 
• Use case focused 
• Limited Executive 

support 

• Program Managed 
• Strategic 
• Senior Executive 

support 

Basic Optimized 
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1st Key - Establish GRC Program 
Governance 

– Strong Executive Sponsor 

• Influence a Strategic Vision 

• Align other GRC Functional Teams 

– Dedicated Program Manager  

• Accountable for Program growth 

• Primary point of contact with business 
 

– Establish a Core GRC Committee  

• Enterprise Risk focused 

• Govern Common Archer Components 
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Recommended roles for the GRC  
Program Office 

Executive 
Sponsor 

Solution 
Admin 

Architect 

Program Manager 

Project 
Manager 

Risk/ 
Business 
analyst 

Developer Developer 

Incident 
Admin 

BCM 
Admin 

CRO, CISO, 
 

SVP 
Compliance 

PROGRAM 
OFFICE 

DEVELOPMENT 

STAKEHOLDERS 
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2nd Key – Manage the Program 

• Scale your program  

• Dedicated GRC team 

– Strong Program Manager 

– Skilled configuration and business 
analysts  

• Anticipate and manage demand 
and change management 

• Develop and maintain a program 
communication plan 

– Communicate success 

Programs coordinate multiple related projects and 
operations to achieve a common, strategic objective.   

How do we cultivate a GRC program? 
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View to the Kingdom: Managing 
Demand through On Demand 
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Communicate, Communicate, 
Communicate 
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3rd Key – Conduct a Strategic Plan 

• Be a Leader & Define the Vision 

– Set & Communicate GRC Program 
Goals 

– Partner with key GRC Stakeholders 

• Prioritize Business Use Cases 

– Interview Business 
Stakeholders 

– Understand Requirements 

– Assess BU readiness 
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Example GRC Business Request 
Form 

1. What is your business unit? 

2. What part of the company do you support? 

3. Who are the key stakeholders for this GRC request? 

4. Do you have a clearly defined process you wish to implement?  

5. Do you have detailed business requirements ready? 

6. Please describe your current process (outside of Archer) 

7. What the primary drivers are influencing this request? (choose all that apply) 

8. How many Full Time Employees currently manage your process? 

9. Please describe your desired GRC use case (using Archer) 

10. Please explain how does this request will help manage risk at our company? 

11. What are your metrics to define success for this use case (i.e. Decommission software costs 
of $150K/year, decrease report creation by 50%, reduce manual labor by 100hrs/month)? 

12. How critical is automating this use case within Archer? 

13. What are you willing to spend to fund the initiative? 
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• Create a Holistic GRC Plan 
– 12-18 month Roadmap 
– Communicate to Stakeholders 
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4th Key – Implement Engagement 
Model 
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Define Business Processes & 
Requirements Before Building Applications 

• Identify the Business Problem 
• Collaborate with the Business to define 

the ‘as is’ process and the ‘future’ 
Archer process 

• Identify key stakeholders & their 
role 

• Recognize the connection among 
the new and existing information 

• Take the opportunity to improve 
the process, enhance & mature 
the GRC environment 

• Capture meaningful process 
metrics 
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Employ Easy to Use Tools to Define the 
Business Process and Roles 
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5th Key – Strengthen the Core 
Pillars of your GRC program 

• Define Risk Taxonomy and Risk 
Register 
– Enterprise level Impact & Likelihood 
– Build your Catalog of Business Risks 

• Identify your control environment 
and potential relationships to risk 
– Clarify your key controls based on 

regulatory requirement and risk 
posture 

• Identify your Critical Assets 
– Understand what assets are High Value 

to your organization 
– Without Context, you will always live in 

the weeds 
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6th Key – Align or Fit GRC to Your 
Organizational Culture 

Market your program internally, use 
common language and align to 
corporate directives 

• Define Core GRC Pillars 

• Develop and follow your strategic plan 

• Explain GRC in common, business terms 

• Promote Business Successes 
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Company Culture is directly 
proportional to GRC Program 
Success 
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7th Key – Benchmark Your Program 

• Perform Continuous Improvements based on company 
need and GRC best practices 

• Seek Out GRC Best Practices 

 Archer Community 
 GRC forums / conferences 
 Whitepapers & Webinars 
 Analysts 

 Use metrics & measurements to improve your program 
 Truly listen to the voice of the customer 
 Refresh program engagement process  
 Continually align the program actions with your governance committees 

expectations 
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8th Key – Demonstrate the Value of 
the Program 

• Develop consistent quantitative and qualitative metrics, 
statistics and meaningful (business) information to measure 
the program 

How is the GRC program providing value to the organization?   

• Call out the specific actions / projects that : 
 Diminish or remediate risk  
 Strengthen controls 
 Generally improve the business environment 

• Communicate consistently and concisely 



#1 - Establish GRC 
Program Governance 

#3 – Conduct a Strategic Plan 

#5 – Strengthen  
Core GRC Pillars  

#7 – Benchmark Program 

#2 - Manage the Program 

#4 - Implement  
Engagement Model 

#6 - Align GRC to 
Org. Culture  

#8 – Demonstrate 
Value of Program 
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Questions?  
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RSA Archer Resources 

 
• RSA Archer public web site: www.emc.com/security/rsa-archer.htm 

 
• Weekly complementary webcasts on top GRC leadership topics 

www.emc.com/campaign/global/rsa/rsa-webcast.htm 

 
• GRC leadership blogs from Archer’s product SMEs  

community.emc.com/community/connect/grc_ecosystem and blogs.rsa.com/category/grc-3/ 
 

• RSA Archer GRC Summit is June 10 - 12 in Phoenix, Arizona 
 

• RSA Archer private Community and Exchange 
 

http://www.emc.com/security/rsa-archer.htm
http://www.emc.com/security/rsa-archer.htm
http://www.emc.com/security/rsa-archer.htm
http://www.emc.com/campaign/global/rsa/rsa-webcast.htm
http://www.emc.com/campaign/global/rsa/rsa-webcast.htm
http://www.emc.com/campaign/global/rsa/rsa-webcast.htm
https://community.emc.com/community/connect/grc_ecosystem
https://community.emc.com/community/connect/grc_ecosystem
https://blogs.rsa.com/category/grc-3/
https://blogs.rsa.com/category/grc-3/
https://blogs.rsa.com/category/grc-3/
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Thank you 
 

   

• Phil Aldrich  
     philip.aldrich@emc.com 

 
 

• Jennifer Anderson  
     janderson@verterim.com 

mailto:philip.aldrich@emc.com
mailto:janderson@Verterim.com



