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Release Notes 

RSA Exchange Release 7  

New and Changed Features 

• RSA Archer Anonymous Submission Web Application 

o Submit information anonymously through a web application to provide whistleblowers 

identity protection against concerns or complaints with employees or third parties 
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Chapter 1: Overview of RSA Archer Speak Up 

About RSA Archer Speak Up 

Business Users have a desire to communicate to management information in the form of ideas, 
incidents, issues, risks, etc. Users need a method to report this information to management, but they 

might not know exactly how to classify the information or where to submit it. Management does not 
want all users to have access to all RSA Archer applications to create new information. For example, a 
Business User observes a market initiative by a competitor in which they feel is a risk to the 
organization. They would like to make management aware of the risk but do not have a way to easily 
communicate the information and track the activity. 

This solution meets both requirements, providing users with an application to communicate information 

with management and allows for use of workflow to review or approve the reported information. 

Key Features and Benefits 
 

 
Key benefit s 

The RSA Archer Speak Up App-Pack allows customers to: 

• Empower users to Speak Up regarding the business 

• Provide ownership and accountability for information reported 

• Employ a consistent governance process for reporting information  

• Be informed of organizational risks related to Speak Up requests 

• Inspire everyone to own risk 

With RSA Archer Speak Up, customers can: 

• Submit ideas to improve the business 

• Report issues to the responsible organizations 

• File complaints against employees or third parties 

• Submit information on behalf of others 

• Enable business owners to review the information and take action 

• Receive notifications of outcomes and approvals 

• Track remediation of outcomes  

Key Terminology 
Application. Database that stores a specific type of data record; for example, policies, assessments, 
assets, threats, vulnerabilities, and controls.  

 
Authorized User. A user who has logged into the system and has a right to perform some operation. The 
system knows the identity and permissions granted to this individual. 
 
Cross-Reference. A field type that allows users to create associations between records in the same 
application (internal references) or records in two separate applications (external references). By adding 
a cross-reference to an application, the system automatically adds a Related Record field. 
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Dashboard. With reports defined and saved in the inventory of system reports, those identified as 
Global Reports can be added to dashboards. Each dashboard can include one of many reports in the 
format they were saved. 
 
Notifications. Emails sent from RSA Archer to Users or Groups, based on a schedule or a change in the 
record status. 

 
Record. A collection of field values, stored within applications, sub-forms, or questionnaires.  
 
Report. Saved search criteria that can be run again later. In RSA Archer, the construct for reports is a 
combination of a query and its related output presentation options. The data returned is filtered by user 
permissions, allowing users to see only the data for which they have been granted access.  
 
Sub-Form. For one application, administrators can develop multiple sub-forms to hold all related data. 
Sub-forms can be shared across applications; however, changing a sub-form affects all applications using 
that sub-form.  
 
Task. Action items that have been assigned to a user in relation to the Support Request.  
 
User. Any person who uses and is registered within the system. In this guide, the user is assumed to be 
an employee using RSA Archer Support Requests. 

 
User Profile. Preferences of the registered user that are saved within the system. 
 
Workspace. Display mechanism that provides the user with a way to access their data. 
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Prerequisites (ODA and system requirements) 
Components Recommended Software 

Operating 
System 

Windows Server 2012 R2 

Database 
Server 

Microsoft SQL Server 2014 (64-bit) 

Services Server Java Runtime Environment (JRE) 8 (64-bit) 

RSA Archer RSA Archer 6.4 SP1 and later  

On-Demand 
Licenses 

The RSA Archer Speak Up App-Pack requires one (1) On-Demand Application 
license.  

Pre-Requisite 
Applications  

Requirements for the installation and operation of RSA Archer Speak Up includes 
the following applications: 
Findings (RSA Archer Issues Management, Federal Assessments & Authorization) 
Business Unit (Issues Management, Business Impact Analysis, Third Party Catalog, 
IT Asset Catalog, Policy Program Management, Cyber Incident & Breach Response, 
Policy Program Management, Business Asset Catalog, Key Indicator Management, 
Federal Assessments & Authorization and Federal Continuous Monitoring) 
Divisions (Issues Management, Business Impact Analysis, Third Party Catalog, IT 
Asset Catalog, Policy Program Management, Cyber Incident & Breach Response, 
Policy Program Management, Business Asset Catalog, Key Indicator Management, 
Federal Assessments & Authorization and Federal Continuous Monitoring) 

 

Compatible Use Cases and Applications 

Related Applications 

Application Use Case Primary Purpose(s) of the Relationship 

Risk Register IT Risk Management, Top-Down Risk 

Assessment, Risk Catalog, 
Information Security Management 
System 

• Risks can be documented and tracked. 

Incidents Incident Management • Incidents can be created and resolved. 

Security 
Incidents 

Cyber Incident & Breach Response • Cyber Incidents can be tracked 

effectively. 

Ethics Violation Incident Management, Controls 
Monitoring Program Management 

• Any violations in ethics can be 

documented and tracked for appropriate 

action. 

Third Party 

Profile 

Third Party Catalog, Third Party Risk 
Management, Third Party 
Engagement 

• Any complaints against third party can be 

tracked against their profile. 
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Contacts IT Asset Catalog, Audit Engagements 
& Workpapers, Incident 

Management, Business Continuity 
and IT Disaster Recovery Planning, 
Third Party Catalog, Policy Program 
Management, IT Risk Management, 
Cyber Incident & Breach Response, 
Policy Program Management, 
Controls Assurance Program 

Management, Data Governance, 
Business Asset Catalog, Loss Event 
Management, Operational Risk 

Management 

• Any complaints against Employees can be 

tracked against them. 
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Chapter 2: RSA Archer Speak Up Components 

Architecture Diagram 
The following diagram shows the relationship between the applications in RSA Archer Speak Up.  

 Issue Management

Incident Management

Cyber Incident & Breach 
Response

IT Risk Management, 
Top-Down Risk Assessment, 

Risk Catalog, 
Information Security 
Management System

RSA Archer Speak Up

 

Speak Up

Findings

Incidents

Security Incidents

Risk Register

Optional Reference

On-Demand Application

Use Cases

Core Applications

Incident Management, 
Controls Monitoring Program 

Management

 

Mandatory Reference

Business Unit

Contacts

Third Party Catalog  Third Party Profile

IT Asset Catalog, Business Asset 
Catalog

 

Ethics Violation

Existing Reference

Division
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Swim Lane Diagram 
The following diagram shows the general workflow of the application. 
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Applications  
The following table describes the applications in RSA Archer Speak Up. 

Application Description 

Speak Up The Speak Up application allows Business Users to communicate to Management 
information to such as ideas, incidents, issues, risks, ethics violations, and 
complaints. It tracks the type of request and outcome. 

 

Personas and Access Roles 
The following table describes the functions that make up the application’s organization roles. Depending 

on the organization of your company, these functions and responsibilities may vary. 

Persona Description 

Business 
User 

First line of defense responsible for submitting Speak Up requests. The target 
audience is to internal employees or contractors across the organization. Business 
users are not intended to be customers or external users to the organization. 

Risk Manager Second line of defense user managing the approval of Speak Up requests and 
determining the outcome to track remediation. 

Executive 
Management 

Monitors Speak Up requests in relation to organizational risks.  
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Permissions Chart 
Applications Speak Up: General Access Speak Up: Risk Manager 

Speak Up CRU CRU 

Contacts  R 

Ethics Violation  CRU 

Findings  CRU 

Incidents  CRU 

Risk Register  CRU 

Security Incidents  CRU 

Third Party Profile  R 

C = Create, R = Read, U = Update, D = Delete 

*Members of the Speak Up groups should also be assigned to the EM: Read Only group under 
Enterprise Management to allow selection of Business Unit and they should have minimum read access 
to Risk Register and Security Incidents application, if available, to view Risk and Cyber Incident 
Outcomes. 
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Chapter 3: Installing RSA Archer Speak Up 

Step 1: Prepare for the Installation 

Procedure: 
1. Ensure that your RSA Archer GRC system meets the following requirements: 

• RSA Archer GRC Platform version 6.4 SP1 

2. Download the ODA install package from the RSA Archer Exchange on RSA Link: 

https://community.rsa.com/community/products/archer-grc/exchange/documentation-

downloads. 

3. Read and understand the "Packaging Data" section of the RSA Archer GRC Online 

Documentation. 

Step 2: Install the Package 

Installing a package requires that you import the package file, map the objects in the package to 

objects in the target instance, and then install the package. See “Installing the Application Package” for 

complete information. 

Step 3: Test the Installation 

Test the RSA Archer Speak Up App-Pack according to your company standards and procedures, to 

ensure that it works with your existing processes.  

Step 4: Import and Configure the Data Feeds 

Import and test the following data feeds: 

1. Speak Up: Create Findings is an RSA Archer Web Services transporter feed, which fetches the 

data from “Data feed: Create Findings” report in Speak Up application and creates records in 

Findings Application. 

a. Import the RSA Archer Speak Up Create Findings.dfx5 file. 

b. General tab: verify the target application “Findings.” Change the status of the feed to 

“Active.” 

c. Transport tab: enter the URL in security section. 

Enter the username, password, and instance details in the “Transport Configuration” 

section. 

d. Navigation, Source definition, and Data Map tabs will be pre-populated with the import 

of the file. Do not make any changes. 

e. Schedule tab: set the frequency as minutely and start the data feed. 

2. Speak Up: Create Security Incidents (Import only if Security Incidents application is available) -  

This feed is an RSA Archer Web Services transporter feed, which fetches the data from “Data 

feed: Create Security Incidents” report in Speak Up application and creates records in Security 

Incidents Application. 

a. Import the RSA Archer Speak Up Create Security Incidents.dfx5 file. 

b. General tab: verify the target application “Security Incidents.” Change the status of the 

feed to “Active.” 

https://community.rsa.com/community/products/archer-grc/exchange/documentation-downloads
https://community.rsa.com/community/products/archer-grc/exchange/documentation-downloads
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c. Transport tab: Enter the URL in security section. 

Enter the username, password, and instance details in the “Transport Configuration” 

section. 

d. Navigation, Source definition, and Data Map tabs will be pre-populated with the import 

of the file. Do not make any changes. 

e. Schedule tab: set the frequency as minutely and start the data feed. 

3. Speak Up: Create Incident (Import only if Incidents application is available) - This feed is an RSA 

Archer Web Services transporter feed, which fetches the data from “Data feed: Create Security 

Incidents” report in Speak Up application and creates records in Incidents Application. 

a. Import the RSA Archer Speak Up Create Incidents.dfx5 file. 

b. General tab: verify the target application “Incidents.” Change the status of the feed to 

“Active.” 

c. Transport tab: enter the URL in security section. 

Enter the username, password, and instance details in transport configuration section. 

d. Navigation, Source definition, and Data Map tabs will be pre-populated with the import 

of the file. Do not make any changes. 

e. Schedule tab: set the frequency as minutely and start the data feed. 

4. Speak Up: Create Risk (Import only if Risk Register application is available) - This feed is a RSA 

Archer Web Services transporter feed, which fetches the data from “Data feed: Create Risk” 

report in Speak Up application and creates records in Risk Register Application. 

a. Import the RSA Archer Speak Up Create Risk.dfx5 file. 

b. General tab: verify the target application “Risk Register.” Change the status of the feed 

to “Active.” 

c. Transport tab: enter the URL in security section. 

Enter the username, password, and instance details in transport configuration section. 

d. Navigation, Source definition, and Data Map tabs will be pre-populated with the import 

of the file. Do not make any changes. 

e. Schedule tab: set the frequency as minutely and start the data feed. 

5. Speak Up: Create Ethics Violation (Import only if Ethics Violation application is available) - This 

feed is an RSA Archer Web Services transporter feed, which fetches the data from report “Data 

feed: Create Ethics Violation” report in Speak Up application and creates records in the Ethics 

Violation Application. 

a. Import the RSA Archer Speak Up Create Ethics Violation.dfx5 file. 

b. General tab: verify the target application “Ethics Violation.” Change the status of the 

feed to “Active.” 

c. Transport tab: enter the URL in security section. 

Enter the username, password, and instance details in transport configuration section. 

d. Navigation, Source definition, and Data Map tabs will be pre-populated with the import 

of the file. Do not make any changes. 

e. Schedule tab: set the frequency as minutely and start the data feed. 
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Step 5: Update “Create Anonymous Speak Up Request” Links 

Update “Create Anonymous Speak Up Request” Quick links in Speak Up Workspace and iView after 

Anonymous Web Application installation.  

1. To update Quick Link in Workspace: 

a. From menu bar, click on RSA Archer Speak Up. 

b. From dashboard, click on Options -> Edit Workspace Properties. 

c. Go to Quick Reference tab. 

d. Click on “Create Anonymous Speak Up Request” under Quick Reference Links. 

e. Under Properties, update new link in in “Link To”. 

f. Click on Save or Apply. 

2. To update Quick Link in iView: 

a. From menu bar, click on RSA Archer Speak Up. 

b. From dashboard, click on dropdown at the top right corner of “Speak Up Quick Links” 

iView. Select ‘Edit Properties’. 

c. Edit “Create Anonymous Speak Up Request” under Configuration. 

d. Remove exiting link and update new link. Click OK. 

e. Click OK to save changes in iView. 

Installing the RSA Archer Speak Up Package 
Below are various tasks involved in package installation. Task 4 gives you instructions for the list of 

components from the package that needs to be installed. 

Task 1: Back Up Your Database 

There is no Undo function for a package installation. Packaging is a powerful feature that can make 

significant changes to an instance. RSA strongly recommends backing up the instance database before 

installing a package. This process enables a full restoration if necessary. 

An alternate method for undoing a package installation is to create a package of the affected objects 

in the target instance before installing the new package. This package provides a snapshot of the 

instance before the new package is installed, which can be used to help undo the changes made by 

the package installation. New objects created by the package installation must be manually deleted. 

Task 2: Import the Package 

Procedure 

1. Go to the Install Packages page. 

a. From the menu bar, click . 

b. Under Application Builder, click Install Packages. 

2. In the “Available Packages” section, click Import. 

3. Click Add New, then locate and select the package file that you want to import. 

4. Click OK. 

The package file is displayed in the “Available Packages” section and is ready for installation. 
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Task 3: Map Objects in the Package 

1. In the “Available Packages” section, select the package you want to map. 

2. In the Actions column, click  for that package. 

The analyzer runs and examines the information in the package. The analyzer automatically 

matches the system IDs of the objects in the package with the objects in the target instances, 

and identifies: 

• Objects from the package that are successfully mapped to objects in the target instance 

• Objects that are new or exist, but are not mapped 

• Objects that do not exist (the object is in the target but not in the source) 

 

Note: This process can take several minutes or more, especially if the package is large, and can 

time out after 60 minutes. This time-out setting temporarily overrides any IIS time-out settings 

set to less than 60 minutes. 

 

When the analyzer is complete, the Advanced Package Mapping page lists the objects in the 

package file and corresponding objects in the target instance. The objects are divided into tabs, 

depending on whether they are found within Applications, Solutions, Access Roles, Groups, Sub- 

forms, or Questionnaires. 

 

3. On each tab of the Advanced Mapping Page, review the icons that are displayed next to each 

object name to determine which objects require you to map them manually. 

Icon Name Description 

 
 
 

 

Awaiting 
Mapping 
Review 

Indicates that the system could not automatically match the object or 
children of the object to a corresponding object in the target instance. 
Objects marked with this symbol must be mapped manually through the 
mapping process. 
 
Note: New objects should not be mapped. This icon should remain 
visible. The mapping process can proceed without mapping all the 
objects. 

 
Note: You can execute the mapping process without mapping all the 

objects. The  icon is for informational purposes only. 

 
 

 
 

Mapping 
Completed 

Indicates that the object and all child objects are mapped to an object 
in the target instance. Nothing more needs to be done with these 
objects in Advanced Package Mapping. 

 
 

 

Do Not 
Map 

Indicates that the object does not exist in the target instance, or the 
object was not mapped through the Do Not Map option. These objects 
do not map through Advanced Package Mapping and must be remedied 
manually. 
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Undo Indicates that a mapped object can be unmapped. This icon is displayed 
in the Actions column of a mapped object or object flagged as Do Not 
Map. 

 

4. For each object that requires remediation, do one of the following: 

• Map each item individually.  

i. On the Target column, select the object in the target instance to which you 

want to map the source object. If an object is new or if you do not want to map 

an object, select Do Not Map from the drop-down list. 

Important: Ensure that you map all objects to their lowest level. When objects 

have child or related objects, a drill-down link is provided on the parent object. 

Child objects must be mapped before parent objects are mapped. For more 

details, see "Mapping Parent/Child Objects" in the RSA Archer Online 

Documentation. 

• Automatically map all objects in a tab that has different system IDs but the same object 

name as an object in the target instance. 

a. In the toolbar, click Auto Map. 

b. Select an option for mapping objects by name. 

Option Description 

Ignore 
case 

Select this option to match objects with similar names 
regardless of the case of the characters in the object names. 

Ignore 
spaces 

Select this option to match objects with similar names 
regardless of whether spaces exist in the object names. 

c. Click OK. 

The Confirmation dialog box opens with the total number of mappings 

performed. These mappings have not been committed to the database yet and 

can be modified in the Advanced Package Mapping page. 

d. Click OK. 

• Set all objects in the tab to Do Not Map. 

i. In the toolbar, click Do Not Map. 

Note: To undo the mapping settings for any individual object, click  in the 

Actions column. 

When all objects are mapped, the  icon displays in the tab title. The  icon displays next 

to the object to indicate that the object is not mapped. 

5. Verify that all other objects are mapped correctly. 

6. (Optional) To save your mapping settings and resume working later, see "Exporting and 

Importing Mapping Settings" in the RSA Archer Online Documentation. 

7. Once you have reviewed and mapped all objects, click . 
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8. Select I Understand the Implications of Performing This Operation and click OK. 

 

The Advanced Package Mapping process updates the system IDs of the objects in the target 

instance as defined on the Advanced Package Mapping page. When the mapping is complete, 

the Import and Install Packages page is displayed. 

 

Important: Advanced Package Mapping modifies the system IDs in the target instance. Any 

Data Feeds and Web Service APIs that use these objects must be updated with the new system 

IDs. 

Task 4: Install the Package 

All objects from the source instance are installed in the target instance unless the object cannot be 

found or is flagged to not be installed in the target instance. A list of conditions that may cause objects 

not to be installed is provided in the “Log Messages” section. A log entry is displayed in the “Package 

Installation Log” section. 

 

Procedure 

1. Go to the Install Packages page. 

a. From the menu bar, click . 

b. Under Application Builder, click Install Packages. 

2. In the “Available Packages” section, locate the package file that you want to install, and click 

Install. 

3. In the “Configuration” section, select the following components of the package to install. 

• Select all roles, dashboards, and workspaces. 

• Select checkbox associated to RSA Archer Speak Up from Applications. 

• Select the checkbox associated with following reports from reports section: 

i. RSA Archer Speak Up: All reports 

ii. Business Unit: 

1. Outcome by Division 

2. Risk Event Categories by Business Division 

3. Risk Event Categories by Business Unit 

4. Speak Up Requests by Business Unit 

iii. Division: 

1. Risk Outcome by Division 

iv. Risk Register: (Select only if Risk Register is available) 

1. Speak Up Requests by Risk Event Categories 

Note: Items in the package that do not match an existing item in the target instance are 

selected by default. All reports will be matched by default. Uncheck the checkbox beside the 

report to unselect them. 
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4. In the “Configuration” section, under Install Method, select an option for each selected 

component. To use the same Install Method for all selected components, select a method 

from the top-level drop-down list. 

Note: If you have any existing components that you do not want to modify, select Create New 

Only. You may have to modify those components after installing the package to use the 

changes made by the package. 

5. In the “Configuration” section, under Install Option, select an option for each selected 

component. To use the same Install Option for all selected components, select an option from 

the top-level drop-down list. 

Note: If you have any custom fields or formatting in a component that you do not want to 

lose, select Do Not Override Layout. You may have to modify the layout after installing the 

package to use the changes made by the package. 

6. To deactivate target fields and data-driven events that are not in the package, in the “Post-

Install Actions” section, select the Deactivate Target Fields and data-driven events that are 

not in the package checkbox. To rename the deactivated target fields and data-driven events 

with a user-defined prefix, select the Apply a Prefix to All Deactivated Objects checkbox, and 

enter a prefix. This can help you identify any fields or data-driven events that you may want to 

review for cleanup post-install. 

7. Click Install. 

8. Click OK. 

Task 5: Review the Package Installation Log 

1. Go to the Package Installation Log tab of the Install Packages page. 

a. From the menu bar, click . 

b. Under Application Builder, click Install Packages. 

c. Click the Package Installation Log tab. 

2. Click the package that you want to view. 

3. In the Package Installation Log page, in the “Object Details” section, click View All Warnings. 

4. Manually activate Advanced Workflow by clicking Active button in Advanced Workflow tab in 

RSA Archer Speak Up application. 
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Chapter 3: Installing and Configuring RSA Archer 

Anonymous Submission Web Application 

Installation Overview 
This section provides instructions for configuring the RSA Archer Anonymous Submission web 

application within the RSA Archer Platform for RSA Archer Speak Up.  

It is assumed that the reader has both working knowledge of all products involved, and the ability to 

perform the tasks outlined in this section. Administrators must have access to the documentation for all 

products to install the required components. 

 Important: The integration described in this guide is being 
provided as a reference implementation for evaluation and testing 
purposes. It may or may not meet the needs and use cases for your 
organization. If additional customizations or enhancements are 
needed, it is recommended that customers contact RSA Professional 
Services for assistance. 

 

RSA Archer Anonymous Submission Web Application Prerequisites  

Components Recommended Software 

Operating System Windows Server 2012 R2 and above 

Web Server Microsoft Internet Information Services 
(Included in Windows Server 2012 R2 or 2016) 

Framework Microsoft .Net framework 4.6 and above 

Deployment 
Requirements 

On-premise implementations can deploy the web application on the server 
that is hosting the RSA Archer Platform.  
 
Hosted implementations must deploy the web application on a separate 
server from the hosting server with the above recommended software. 

Network 
Requirements 

The RSA Archer Anonymous Submission web application should have network 
access to the RSA Archer Platform. 

 

Installation and Configuration 
The RSA Archer Anonymous Submission web application needs to be deployed on IIS server. The 
solution includes an XML configuration file that allows for the specification of authentication credentials, 
along with other necessary details.  
 
The RSA Archer Anonymous Submission web application uses an XML configuration file in the form of 
the Web.config. This file contains the following configuration details: 
 
<appSettings> 

    <add key="logFileNameAndPath" value="[logFileNameAndPath]"/> 
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    <add key="archerBaseUrl" value="https://[YourArcherHostURL]/rsaarcher"/> 

    <add key="cacheFileNameAndPath" value="[cacheFileNameAndPath]"/> 

    <add key="cacheFileEncryptionPassphrase" value="[EncryptionPassphrase]"/> 

    <add key="useSslValidation" value="[true/false]"/> 

    <add key="archerInstance" value="[InstanceName]"/> 

    <add key="archerUser" value="[UserName]"/> 

    <add key="archerPwd" value="[Password]"/> 

    <add key=" supportedFileTypes " value="[SupportedFileTypes]"/> 

</appSettings> 

The XML configuration code below offers a configuration example. 

<appSettings> 

    <add key="logFileNameAndPath" value="C:\ArcherFiles\anonymoussubmission.log""/> 

    <add key="archerBaseUrl" value="https://localhost/rsaarcher"/> 

    <add key="cacheFileNameAndPath" value=" C:\ArcherFiles \ArcherCacheFile.txt"/> 

    <add key="cacheFileEncryptionPassphrase" value="d0n7TryTh1s@h0m3!"/> 

    <add key="useSslValidation" value="false"/> 

    <add key="archerInstance" value="Archer"/> 

    <add key="archerUser" value="adminuser"/> 

    <add key="archerPwd" value="Password@123"/> 

    <add key="supportedFileTypes" value=".doc, .dot, .xls, .xlt, .xla, .ppt, .pot, .pps, 

.ppa, .docm, .docx, .dotm, .dotx, .potm, .potx, .ppam, .ppsm, .ppsx, .pptm, .pptx, .xlam, 

.xlsb, .xlsm, .xlsx, .xltm, .xltx,.bmp, .emf, .exif, .gif, .ico, .jpg, .jpeg, .png, .tif, 

.tiff, .wmf, .ai, .eps, .ps, .pdf, .css, .csv, .rtf, .txt, .mhtml, .xml" /> 

</appSettings> 

 

The description of each setting in Web.config file is as follows. 

Setting Description 

logFileNameAndPath The flat file to which RSA Archer activity is written. 

archerBaseUrl The root URL for the RSA Archer instance from which information 
is pulled. 

cacheFileNameAndPath The flat file used to cache RSA Archer ID values. When the 
solution is started, values are looked up from the configured RSA 
Archer instance and stored in the cache file. This enables 
correctly referenced fields, modules, and other resources using 
IDs appropriate to the RSA Archer instance. 

cacheFileEncryptionPassphrase If provided, the cache file is encrypted using this setting as the 
passphrase, providing security for data at rest. 

useSslValidation When set to true, custom validation is used for the SSL certificate. 
This is necessary when using a self-signed certificate to avoid 
validation dialogs. 

archerInstance The name of the RSA Archer instance from which information is 
pulled. 
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archerUser The name of the account used to pull information from RSA 
Archer. 

archerPwd The password for the account used to pull information from RSA 
Archer. 

supportedFileTypes                   The supported file types that are attached in the Supporting 
Documentation field in the web application. 

 

Configuration for the RSA Archer Anonymous Submission web application 

Below are the steps to configure the RSA Archer Anonymous Submission web application: 

1. Extract the zip file AnonymousSpeakUp.zip to a location/folder. 

2. Edit the “appSettings” section of the XML configuration file “Web.config.”  

a. Navigate to the web application folder AnonymousSpeakUp and locate the Web.config 

file. 

b. Open Web.config file and provide the following information: 

 <appSettings> 

       <add key="logFileNameAndPath" value="[logFileNameAndPath]"/> 

      <add key="archerBaseUrl" value="https://[YourArcherHostURL]"/> 

      <add key="cacheFileNameAndPath" value="[cacheFileNameAndPath]"/> 

      <add key="cacheFileEncryptionPassphrase" value="[EncryptionPassphrase]"/> 

      <add key="useSslValidation" value="[true/false]"/> 

        <add key="archerInstance" value="[InstanceName]"/> 

        <add key="archerUser" value="[UserName]"/> 

        <add key="archerPwd" value="[Password]"/> 

             <add key=" supportedFileTypes " value="[SupportedFileTypes]"/> 

</appSettings> 

The table below provides a description of each setting. 

Setting Description and Example 

[logFileNameAndPath] Log file path and name 
Example: C:\ArcherFiles\anonymousSubmission.log 

[YourArcherHostURL] RSA Archer host URL 
Example: company.com or 10.20.30.40:99 

[cacheFileNameAndPath] Cache file path and name 
Example:  C:\ArcherFiles \ArcherCacheFile.txt 

[EncryptionPassphrase] Encryption pass phrase 
Example:  d0n7TryTh1s@h0m3! 
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[true/false] True or false to validate SSL 
Example: false 

[InstanceName] Instance name of your RSA Archer environment 
Example: ArcherProd  
Note: Instance name is case sensitive. 

[UserName] Username of the account 
Example: adminuser 

[Password] Password of the user account 
Example:  Password@123 

[supportedFileTypes]   Allowed file types. To support a new file type for the Supporting 
Documentation field, add new file type in the string. The below list 
has all the file types currently supported by RSA Archer. 
Example: .doc, .dot, .xls, .xlt, .xla, .ppt, .pot, .pps, .ppa, .docm, .docx, 
.dotm, .dotx, .potm, .potx, .ppam, .ppsm, .ppsx, .pptm, .pptx, .xlam, 
.xlsb, .xlsm, .xlsx, .xltm, .xltx,.bmp, .emf, .exif, .gif, .ico, .jpg, .jpeg, 
.png, .tif, .tiff, .wmf, .ai, .eps, .ps, .pdf, .css, .csv, .rtf, .txt, .mhtml, 
.xml 

 

3. Save and Close the Web.config file. 
Note: Changing the RSA Archer URL in the Config file requires the deletion of the previously 

used cache file. 

4. Go to IIS Server.  

i) Right Click on the Sites -> Add Website. 

ii) Name the Site name. Example - "AnonymousSpeakUp" 

iii) Choose the following folder for the Physical path (where the application is copied) 

Example – “\AnonymousSpeakUp” 

iv) Click "Connect As" and select - Application user (pass-through application) 

v) Specify the port number and hostname (optional) in Binding. 

vi) Click ok. 

vii) To open the web application link, click on Browse Website link 

If there are any errors while installing the service, please refer Windows Event Viewer Log. 
 

Security Consideration 
1. Use HTTPS/TLS for secured connection between the RSA Archer Anonymous Submission Web 

Application and the RSA Archer Platform. 
2. Run the web application with the least privileged account (Logon Service permission). 
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Security 
Batch files are provided that will encrypt the appSettings configuration sections. .NET reads the 

encrypted sections at runtime, so the decryption batch file is provided in case the encrypted sections 

need to be edited. Copy these batch files to the deployment folder and edit the frameworkPath and 

originalPath to point to the correct locations. FrameworkPath should point to the location of your .NET 

framework (by default this will be C:\Windows\Microsoft.NET\Framework\v4.0.30319). OriginalPath 

should point to the deployment folder containing the config file you are encrypting and the associated 

binaries. The batch file must be run as administrator to succeed. 

It will be necessary to change the target for each file to be encrypted or decrypted. The contents of 

Encrypt.bat and Decrypt.bat are included here for reference. 

Encrypt.bat 

@echo off 
 
set frameworkPath=C:\Windows\Microsoft.NET\Framework\v4.0.30319 
set originalPath="C:\Archer_Code\RSAArcherAnonymousFeedbackSubmission" 
 
if "%1"=="" ( set originalFileName=Web.config) else (set originalFileName=%1) 
cd %frameworkPath% 
echo. 
@echo This batch file will encrypt the appSettings sections in %originalPath%\%originalFileName% 
@echo Saving original file as %originalPath%\%originalFileName%.original 
copy %originalPath%\%originalFileName% %originalPath%\%originalFileName%.original 
rename %originalPath%\%originalFileName% web.config 
echo. 
@echo encrypting appSettings... 
aspnet_regiis -pef "appSettings" %originalPath% -prov "DataProtectionConfigurationProvider" 
rename %originalPath%\web.config %originalFileName% 
pause  
 

Decrypt.bat 

@echo off 
 
set frameworkPath=C:\Windows\Microsoft.NET\Framework\v4.0.30319 
set originalPath="C:\Archer_Code\RSAArcherAnonymousFeedbackSubmission" 
 
if "%1"=="" ( set originalFileName=Web.config) else (set originalFileName=%1) 
cd %frameworkPath% 
echo. 
@echo This batch file will decrypt the appSettings sections in %originalPath%\%originalFileName% 
@echo Saving original file as %originalPath%\%originalFileName%.original 
copy %originalPath%\%originalFileName% %originalPath%\%originalFileName%.original 
rename %originalPath%\%originalFileName% web.config 
echo. 
@echo Decrypting appSettings... 
aspnet_regiis -pdf "appSettings" %originalPath% 
rename %originalPath%\web.config %originalFileName% 
pause 

Troubleshooting guidelines: Configuration File (web.config) 
• Ensure the values in the configuration file match your RSA Archer environment. 

• Do not include default.aspx in the RSA Archer URL. 

• Note that the RSA Archer instance name is case sensitive. 

• If you are changing the RSA Archer URL in the config file, ensure that you have deleted the 

previously used cache file. Or Rename the log and cache file in web.config. 

• Ensure that dedicated, active RSA Archer user account credentials are used in the configuration 

file.  
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Chapter 5: Using RSA Archer Speak Up 

Task 1: Create Speak Up Request 

User: Business User 

Create Anonymous Speak Up Request 

Procedure 

1. Go to the Anonymous Speak Up Page. 
a. From the menu bar, click RSA Archer Speak Up. 
b. Under Quick Links, click Create Anonymous Speak Up Request. 

2. Enter following information in the page: 
a. [Title]: Short name of the request 

b. [I want to]: Select if you want to Submit an Idea or Report an Issue or File a Complaint. 

i. If you select Report an Issue or File a Complaint, provide [Date of Occurrence] 

of the concerned issue or complaint. 

ii. If you have selected to File a Complaint, select who you are raising a complaint 

against in [Complaint Against]. 

1. If you have selected to file a complaint against Employee, select the 

provide [Employee], [Employee Email].  

2. If you have selected to file a complaint against Third Party, provide 

[Third Party Name]. 

c.  [Describe accurately the details of your request]: Provide the detailed information 

regarding your request in this text box. 

d. [Supporting Documentation]: Attach Supporting Documentation if any 
e. Click on Submit 

Create Speak Up Request 

Procedure 

1. Go to the RSA Archer Speak Up Record. 

a. From the menu bar, click RSA Archer Speak Up.  

b. Under Solutions, click RSA Archer Speak Up.  

c. Under Applications, click Speak Up.  

d. In the Speak Up record browser, click New Record.  

2. Enter the following information in the “General Information” section. 

a. [Title]: Short name of the request 

b. [I Want To]: Select if you want to Submit an Idea or Report an Issue or File a Complaint. 

i. If you select Report an Issue or File a Complaint, provide [Date of Occurrence] 

of the concerned issue or complaint. 

ii. If you have selected to File a Complaint, select who you are raising a complaint 

against in [Complaint Against]. 
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1. If you have selected to file a complaint against Employee, select the 

[Employee Name] or [Employee], [Employee Email] (if user is not 

available in [Employee Name] pop-up).  

2. If you have selected to file a complaint against Third Party, provide 

[Third Party Name] and/or select [Related Third Party] (if this field is 

visible). 

c. [Description]: Provide the detailed information regarding your request in Description 

Text box. 

d. [Watchers]: Select Watchers, if any. Watchers will be notified about the progress of the 

Speak Up request. At any point of time they can provide their feedback in the 

“Comments” section.  

e. [Supporting Documentation]: Attach Supporting Documentation, if any. 

3. Click on Save or Save and Close to save changes to keep the record in Draft stage and enroll in 
workflow. 

Task 2: Submit Speak Up Request 

User: Business User 

Procedure 

1. Go to the RSA Archer Speak Up Record.  

2. If you are submitting the request on behalf of a different user, provide the name and email of 

the submitter in fields [Submitted on Behalf of] and [Submitted on Behalf of (Email)] in the 

“Workflow & Approvals” section. 

3. Click on the Submit button in the top left of the screen.  

Task 3: Assign Reviewer to the Speak Up Request 

User: Speak Up: Risk Manager 

Procedure 

1. Go to the RSA Archer Speak Up Record. 

a. From the menu bar, click RSA Archer Speak Up.  

b. Click on Risk Manager Dashboard under Dashboards. 

c. In the Review Queue iView, click on Request ID to open the record. 

d. Click on Edit. 

2. Select Reviewer in [Reviewer] field. 

3. Click on Reassign button in the top left of the screen. 

4. Assigned Reviewer will receive a notification to review the Speak Up request. 
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Task 4: Review the Speak Up Request 

User: Reviewer 

The assigned Reviewer is responsible for conducting the review, determining the outcome, and 
completing the request. The assigned Reviewer can request additional information from the Submitter 
or approve or reject the request. 

Procedure 

1. Go to the RSA Archer Speak Up Record. 

2. To Review, navigate to the “Workflow & Approvals” section:- 

a. Select [Priority] in the Priority field.  

b. To Approve:  

i. Select outcome in [Outcome] field to submit the request to the appropriate 

team. If the user wishes to determine the outcome at a later stage, they can 

skip to step iii.  Outcomes can be one of the following: 

1. To submit a Cyber Incident, select Cyber Incident. 

2. To submit an Operational Incident, select Operational Incident. 

3. To create and track Issues, select Issue. 

4. To submit a Risk, select Risk. 

5. To submit an Ethics Violation, select Ethics Violation. 

6. To close the request, select Close and input Comment in the Other text 

box. 

ii. To generate the outcome automatically, select "Yes" in the Create Outcome 

Automatically? field. Otherwise, select "No." 

iii. Click the Approve button in the top left of the screen.   

iv. If outcome is determined and created, the Speak Up request status will change 

to Complete and the Submitter will receive a notification. Otherwise, the Speak 

Up request will change to Approved Status. The Reviewer will need to perform 

Task 4. 

c. To Reject: 

i. Document the reason for rejecting the request in the [Reason for Not 

Approving] field. 

ii. Click the Reject button in the top left of the screen. 

d. To Request Additional Information:  

i. The Reviewer will need to review the information. 

ii. Provide comments regarding additional information required in [Reason for Not 

Approving] field. 

iii. Click the Needs Additional Information button in the top left of the screen.   

e. To Reassign:  

i. Select new reviewer in [Reviewer] field. 

ii. Click on Reassign button in the top left of the screen to complete reassignment 

and notify the new reviewer. 
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Task 5: Determine Outcome 

User: Reviewer 

Reviewer can determine the outcome after approval to complete the request if not done during the 

approval of the request. 

Procedure 

1. Go to the RSA Archer Speak Up Record. 

2. To Review navigate to “Workflow & Approvals” section: 

a. Select outcome in [Outcome] field to submit the request to the appropriate team. If the 

user wishes to determine the outcome at a later stage they can skip to step iii. 

Outcomes can be one of the following: 

i. To submit a Cyber Incident, select Cyber Incident. 

ii. To submit an Operational Incident, select Operational Incident. 

iii. To create and track Issues, select Issue. 

iv. To submit a Risk, select Risk. 

v. To submit an Ethics Violation, select Ethics Violation. 

vi. To close the request, select Close and input Comment in the Other text box. 

b. To generate the outcome automatically, select "Yes" in the Create Outcome 

Automatically? field. Otherwise, select "No." 

c. Click the Complete button in the top left of the screen.   

d. Once the outcome record is generated, the overall status will change to Completed and 

the Submitter will receive a notification.  
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Certification Environment for RSA Archer GRC 

Date Tested: February 2019 

Certification Environment 

Product Name Version Information Operating System 

RSA Archer Platform 6.4 SP1 Virtual Appliance 

   

   

 

 

 


