How to use Qualys v2 APl with Data Feed.

1) Use HTTP Transporter
2) Keep the credentials set to “Anonymous”
3) Add the URL to the Qualys file being downloaded

Now here’s the real trick...

4) Add two headers
a. X-Requested-With with a value of Archer
b. Authentication with a value of Basic + your username and password base 64 encoded.

* Transport Method: HTTP Transporter
v Tansport Configuration ==
o Enter the required credentiz 1o locate and access the HTTP site and refrieve arameters that will accompany your HTTP request.
File Type: Single Data File
Action Type: Get
v Logon Properties ==
Use Credentials: (®) Anonymous information.
O Specific ‘mation. Specify which authorized account will make
o Configure the HTTP site to ¢ data source. Include any header parameters that =
#* Data Request URI: https:ffqualysapi.qualys.com/api/2.0/
Header Parameters: Key Value
X-Requested-With Archer
Authorization Basic {UserName:Password Encoded]|

You can also use an online encoder to encode your user name and password. Make sure to place a
colon between the two values.

Here is the one | use...
https://www.base64encode.org/

Here is an example: “test:test!!” would encode to “dGVzdDpOZXNOISE=", so the value placed in the
Authorization header would be “Basic dGVzdDpOZXNOISE="


https://www.base64encode.org/

