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Disclaimer-Safe Harbor Statement 

This presentation is for informational purposes only. This document 
contains certain statements that may be deemed “forward-looking 
statements" within the meaning of the Private Securities Litigation 
Reform Act of 1995.  

Forward-looking statements are based on assumptions and 
assessments made by us in light of our experience and perception of 
historical trends, current conditions and expected future developments.  
Actual results and  timing of events may differ materially from those 
contemplated by the forward-looking statements due to a number of 
factors, including regional, national or global political, economic, 
business, competitive, market and regulatory conditions. 

Any reproduction, retransmission, or republication of all or part of this 
document is expressly prohibited without the permission of RSA. 
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Session Abstract 

As a BCM practitioner, you understand the importance 
of the new ISO 22301 standard, but what changes do 
you make to your BCM program to comply?  This 
session will provide ways that you can use RSA Archer 
to implement the tenets of the standard by 
understanding your organization’s BCM needs, 
implementing measures to manage disruptive events, 
and monitoring your program’s effectiveness. 
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Today’s Speaker 

Patrick Potter, GRC Strategist – BCM and Audit 

 At RSA, Patrick is responsible for applying his 
experience in BCM, audit and other related 
disciplines to the strategy of RSA Archer’s GRC 
solutions 

 Prior to RSA, Patrick worked in financial services 
and high-tech manufacturing as Director of 
Internal Audit; Director - CISO; and Vice 
President of Technology Reengineering  

 Patrick also held senior consulting positions where 
he led internal audit and business continuity 
management engagements for clients in airlines, 
energy/utilities, financial services, education, 
manufacturing and hospitality industries  
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ISO 22301/22313 

 ISO 22301 specifies requirements to 
plan, establish, implement, operate, 
monitor, review, maintain and 
continually improve a documented 
management system to protect 
against, reduce the likelihood of 
occurrence, prepare for, respond to, 
and recover from disruptive incidents 
when they arise 

 ISO 22313 provides guidance, where 
appropriate, on the requirements 
specified in ISO 22301 
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Business Continuity Management 
System 

A Business Continuity Management System (BCMS) 
Emphasizes the Importance of: 

– Understanding the organization’s needs and the 
necessity for establishing business continuity 
policy and objectives 

– Implementing and operating controls and 
measures for managing an organization’s overall 
capability to manage disruptive incidents 

– Monitoring and reviewing the performance and 
effectiveness of the BCMS 

– Continual improvement based on objective 
measurement 
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BCMS Components 
A BCMS, like any other management system, includes 
the following key components:  

 a policy 

 people with defined responsibilities 

 management processes relating to: 

– planning 

– implementation and operation 

– performance assessment 

– management review 

– improvement 

 a set of documentation providing auditable evidence 

 any BCMS processes relevant to the organization (BC, DR, CM) 
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ISO 22313 Figure 1 – PDCA Model applied to BCMS processes 
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Review of Key Sections 

4 Context of the 
organization 

5 Leadership 

6 Planning 

8 Operation Planning and 
Control 

9 Performance Evaluation 
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4. Context of the organization 

Understanding of the organization  

Understanding the needs and expectations 
of interested parties 

Determining the scope of the management 
system 
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5. Leadership 

 Leadership and commitment 

Management commitment 

 Policy 

Organizational roles, responsibilities and 
authorities 
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Archer: Policy, Awareness and 
Performance   



13 © Copyright 2013 EMC Corporation. All rights reserved. 

6. Planning 

Actions to address risks and 
opportunities 

Business 
continuity 
objectives and 
plans to achieve 
them 
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8.1.1 Elements of BCM 

Operational 
Planning and 
Control 

BIA and Risk 
Assessment 

BC Strategy 

BC Procedures 

 Testing 
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8.1 Operation Planning and Control 

8.1.2 Managing the BCM environment 
– ensuring the continuing relevance 

– promoting and embedding continuity across the 
organization 

8.1.3 Maintaining business continuity 
– keeping BCM current through good practice 

8.1.4 Measuring effectiveness 
– monitoring BCM performance 

8.1.5 Outcomes 
– capability is enabled and provides an effective 

response 
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8.2.2 Business Impact Analysis 

The purpose of the BIA is to: 
– obtain an understanding of the organization’s key 

products and services and the activities that deliver 
them 

– determine priorities and timeframes for resuming 
activities 

– identify the key resources likely to be required for 
continuity and recovery 

– identify dependencies (both internal and external) 
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8.2.3 Risk Assessment 

The organization should establish a formal 
risk assessment process that systematically 
identifies, analyses and evaluates the risk of 
disrupting the organization’s prioritized 
activities and the processes, systems, 
information, people, assets, suppliers and 
other resources that support them. 
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8.3 Business Continuity Strategy 

Identifying the action needed to address the 
findings from the BIA and risk assessment 
and in a way that meets the business 
continuity objectives of the organization 

– Protecting prioritized activities 

– Stabilizing, continuing, resuming and recovering 
prioritized activities 

– Mitigating, responding to and managing impacts 

– People; Information and Data; Facilities; IT systems; 
Transportation; Finance; and Suppliers 
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8.4 Business Continuity Procedures 

 Provide overall control of the response to a disruptive 
incident and resume activities within their recovery 
time objectives 

– Incident management / strategic management 
procedures 

– Communications procedures 
– Safety and welfare procedures 
– Salvage and security procedures 
– Procedures for recovery and resuming activities 
– Recovery of IT systems and communications 
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8.5 Testing 
Testing is essential to ensure: 

– that the strategies, policies, plans and procedures that 
have been put in place are adequate and meet 
business continuity objectives.   

Testing should include: 
– Technical, logistical, administrative, procedural and 

other operational systems of the procedures 
– All persons with responsibilities within those 

procedures 
– Business continuity arrangements and infrastructure 

(including, incident management locations and work 
areas) 

– Technology and telecommunications recovery, including 
the availability 

– Relocation of staff 
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9 Performance Evaluation 

To evaluate BCMS performance and effectiveness, 
programs should: 

– Set performance metrics  

– Assess the protection of prioritized activities 

– Confirm compliance with requirements and corrective 
actions taken 
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Recap – Key Points 

 Be clear on the organization’s key products and services 
and the activities that deliver them 

 Know the priorities for resuming activities and the 
resources they require 

 Have a clear understanding of the threats to these 
activities, but focus on the impact of disruptions, not the 
cause 

 Have tried and trusted arrangements in place to resume 
these activities following a disruptive incident 

 Make sure that these arrangements are routinely reviewed 
and updated so that they will be effective in all 
circumstances 
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22301 Certification 

Certify your program 

Certify your staff via a professional 
certification (Implementer, Auditor, Master) 



Thank you. 


