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Security & Compliance 
Challenges 

Automate ISMS, BCM and ICS  
with RSA/Archer 

Use Case:  Business Resiliency  
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 AMBCI 
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Crisis Manager 
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 Management Consultant 
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 Information Security/ 
Risk Management 
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 BANK 

 ISO 22301 certified 

 4.000 Employees 

 3 years an RSA Archer customer 
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Cooperative Financial Network. 

Interaction 
within 
Germany 
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DZ BANK’s worldwide presence. 
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TÜV Rheinland. 

Your partner for Cyber SecurITy. 
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Present on all continents. 
Key Company Figures 2013 

Revenue in € millions 1.601 

 Abroad (in %) 48,0 

Profit margin (in %) 7,3 

Staff 17.950 

 Abroad (in %) 59,1 

Locations: More than 500 in 66 countries 
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Revenue share by business segment. 

29% 

23% 
24% 

13% 

8% 

3% 

Industrial  
Services 

Products 
Mobility 

Life Care 

Systems 

Training &  
Consulting 
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World of ICT Services.  

Revenue 2014:  approx. 155 Mio. € 

ICT & Consulting Service Portfolio 

• Cyber Security 

• IT Infrastructure Services 

• Management Consulting 

• Business Engineering Services 

• R&D Management 

• Telco Service Solutions 

IT Training 

• Professional Training Solutions 
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Organizational Structure. Pre-existing Structure. 

Services 

Information 
security 
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Organizational Structure. Pre-existing Structure. 
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Subjects. Application Areas. 

 BCM 

 ISMS 

 Physical security 

 HR security 

 Authorization management 

 Security situation 

 

 IT risk management 

 IT compliance management 

 ICS 

 

Corporate security IT 
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Challenges. Things Shared. 

 Different subject areas 

 Different project 
procedures 

but … 

 Shared data 

 Shared platform 
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Standard. Project Procedure (1/3). 

• One-day training of main contact  
at client 

• Workshops to coordinate functional 
requirements for “translation” into 
technical functions 

• Creation of a prototype in  
RSA Archer 

• Approval/partial approval by client 

• Implementation in RSA Archer 

• Testing by TÜV Rheinland 

• Creation of documentation 

• If necessary: Creation  
of interface documentation 

Conception Implementation 
1 2 
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Standard. Project Procedure (2/3). 

• Testing by selected client 
employees (later users of solution) 

• Adjustment based on feedback  
and updating of documentation 

• Installation in integration 
environment 

• Testing by client on basis  
of coordinated test cases 

• Adjustment based on feedback and 
updating of documentation 

Pilot Testing 
3 4 
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Standard. Project Procedure (3/3). 

• Transfer of functions and data  
to be migrated into live system 

• Approval of documentation  
by client 

• Approval of system by client 

Go Live Approval 
5 6 
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Project Procedure. Alternative. 

Workshop Implementation 

Presentation of 
implementation 

Fine- 
tuning 

1 2 

4 3 
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Proactive  
IT risk management 

Reactive  
IT risk management 

IT Risk. Compliance Management. 

IT compliance  
management 

COBIT 5 

Stat. & reg.  
requirements 

ICS 

Control objectives 

Risk profile 

Prioritization 

Monitoring 

Regulatory 
requirements Feedback Loss data 

Problem  
management Risks ... 

Information layer 
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IT Compliance Management.  

Variants. 
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Proactive. IT Risk Management ICS. 
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Reactive. IT Risk Management. 
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BCM Implementation 

 Performance of business 
impact analysis  

 Preparation of BIA report 

 Preparation of business 
continuation plans 

 Exercises and tests 

 Administration of emergency 
workplaces 
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Interfaces. Connection. 

Service providers Personnel IT applications Processes 
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Link. Resources. 

Personnel Service 
providers 

Workplaces/  
work materials 

(physical  
documents) 

IT 
applications 

Data relevant 
in an 

emergency 
(IDV) 

Process 
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MTD Evaluation. 
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Contingency staff. 
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Resources. 
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BIA report. 



35 © Copyright 2014 EMC Corporation. All rights reserved. 

BCP. 
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Drills and Tests dashboard. 
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Planning & documentation. 
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Processes. Management. 

 Asset registration 

 Determination of protection 
requirements 

 Compliance evaluation 

 Measures 

 Compliance and risk 
reporting 

 Policy administration 
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Excerpt. Data Model.  

Input 

Selection of Controls  
based on criteria derived  
from protection assessment 

Security 
Concept. 

IT Application 

Protection  
Assessment 

Compliance  
Evaluation 

Controls 

External  
Requirements 

Internal  
Guidelines 
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Protection Assessment. 
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Outlook Synergies. 

 Standard process 

 Roll-out across  
DZ BANK Group 

 Evaluation of operator 
model 
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Success Factors. Successful Implementation. 

 Conception and harmonization  
of processes 

 Conception and implementation 
of your requirements 

 Integration into existing system 
landscape 

 Application operation 

 Comprehensive project 
experience 



Thank you. 


