
CSC Proprietary and Confidential 

CSC Horizon 



Problem Statement 

• Organizations are being targeted and threatened by sophisticated, automated and 
coordinated attacks (APT) 

• Traditional efforts to address these cybersecurity threats and challenges have been 
narrow approaches with bolted-on technologies resulting in numerous pointed 
solutions .  

• Getting complete, real-time security data gathered across the entire security 
spectrum: from vulnerability, to exploit, to threat intelligence is a major challenge 

• Traditional security efforts are no longer effective. Desperate set of controls, vast 
volumes of data and information does not provide a clear actionable remediation 



Cyber Situational Awareness  

Situational Awareness is the ability to identify, 

process, monitor and report the critical elements of 

security across the entire security spectrum: from 

vulnerability, to exploit, to remediation 

 

More simply, know what's coming, and be ready 

when it gets here  
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CSC Horizon (based on RSA Archer)  

• Knowing what is going on around you 

– Threat posture 

– Vulnerability posture 

– Compliance posture 

– Incidents 

• Understand what normal is 

– Benchmarking/Baselining 

• Know what (and who) your threats are 

– External intelligence feeds 

– Internal trend analysis 

• Mature service that is available today 

• Extension to our existing lines of service 

• Empowers Analysts to focus on what is important and allow 
Executives to make quick, informed decisions 

• Live demo available 

Situational Awareness dashboard that provides a holistic, near real-time status on your security posture. 



CSC Horizon at a Glance 

• Near Real-time data: Enterprise dashboard 
integrates data from existing security controls into 
one easy-to-understand dashboard view 

• Highly customizable: Allows you to customize 
your dashboard for specific job titles and roles 

– Executive Management, CISO, SOC Analysts, Auditors, 
etc. 

• Drill-down: Start with a bird's eye view of your 
data, and drill down to the smallest of details 

• Perfect for Traditional & Cloud IT: Works with 
traditional and CSC Trusted Cloud IT 
infrastructure 

• Non Intrusive No infrastructure changes needed 



HORIZON - Captures “IT controls based evidence”, security information, events, 
metric across security  domains providing a holistic view of security and risk posture.  
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Business Drivers 
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•  Weighting assigned to security domains 
ensures focus & attention is given to the most 
critical security domain 

•  Weightings used to drive the desired 
behaviors 

•  Weightings are agreed to with the client 

CSC HORIZON 



HORIZON - Technology Considerations 

• Compliance tools 

• Antivirus 

• Vulnerability Scanners 

• Application Scanners 

• Patch Management 

• Databases CMDB’s 

• DLP 

• Security Event and Information 
Management 

 

• Applications * 

• Business Process data * 

• Non-intrusive  

• Technology agnostic 

• Unique controls can be managed via custom connectors/scripts 

 

  

* - HORIZONn specific (GRC profile) 

http://www.visualfiles.com/
http://www.sap.com/index.epx




















CSC Horizon – Recap  

• Secure Web Portal - customize dashboard for specific job titles and roles 
– Executive Management, CISO, SOC Analysts, Auditors, etc 

– Real-time data: Enterprise dashboard integrates state and Dynamic data from existing security 
controls into one easy-to-understand dashboard  

• A platform for today and tomorrow. A secure, flexible, extensible and scalable security 
architecture. 
– Cloud (CSC Trusted Cloud),  traditional infrastructure, application  

• Integration with a large number of disparate device types and the ability to support 
additional sources. 

• Integrated incident, vulnerability, threat. compliance data to provide enterprise-wide 
“Situational Awareness” 

• Integrated with advanced Threat Intelligence  

• CSC Horizon based on RSA Archer – wedge to a GRC  

• 24x7x365 visibility of security status via Internet 

 

 



Why CSC ? – Current Position / Evolution 

CSC is uniquely positioned to deliver a comprehensive end to end solution, 

and we can offer all of the following: 

 

   Leveraging 1200 specialized staff, CSC is currently deploying RSA Archer across existing 

CSC customer base 

   Demonstrable expertise in delivery of RSA Archer ITGRC and controls integration.  

   Extensive library of standard and custom connectors to security anchors  

   Consumable by customer within MSS tier model while providing high level of customization 

The ability to consult, design, deploy and manage Archer on a global enterprise level 

Account Security Lead – IT Security BAU delivery lead 

    Risk & Compliance Executive  - CIO/CSO/Director accountability 




