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3rd party means a wide array of relationships 
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You cannot outsource liability 
– You “stand in the shoes” of your business relationships 

– Their problems are your problems 

– Their problems directly impact your brand and 
reputation 

Increasing regulatory focus 
– Can you attest to an “in-compliance” status? 

Many companies focus on the on-boarding 
process… 

– Most risk is incurred over the life of the relationship 

– Who owns on-going third party risk? 

– How is third party risk assessed and reported to the 
board? 

 

The issues organizations face in managing risk 
and compliance across extended business 
relationships include: 

 

 Anti-bribery/corruption 

 Code of conduct and ethics 

 Conflict Minerals 

 Corporate social responsibility 

 Environmental 

 Geo-political risk  

 Health and safety 

 Import and export compliance 

 Information Security 

 Labor standards 

 Operational risk 

 Privacy 

 Quality 

 Regulatory compliance 

 Physical Security 

 Supply-chain risks 

 

3rd party risk bearing down on organizations 
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 . . . and we hope nothing fails 

Challenges of 3rd Party Management 

• Hundreds to thousands of 3rd party 

relationships 

• Different departments doing 

different things 

• Growing regulatory and legal 

concern 

• Reputation and brand on the line 

• Lack of agility to respond timely to 

changing environments 

• Manual processes encumbered by 

documents, emails, & spreadsheets 
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3rd Party management 
• Enhances and builds trust  

– Customer trust 

– Partner trust 

– Stakeholder trust 

– Employee trust 

• Enables long-term business 
relationships 

• Enables a sustainable supply 
chain 

• Ensures that everyone is 
playing out of the same 
playbook 

Building trust & integrity across 3rd party relationships 
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What would 3rd party oversight look like if we could architect it? 
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Varying approaches to 3rd party management 

Focus on enterprise view of 3rd party risk 

and compliance 

Department view of 3rd party risk and 

compliance 

Integrated view of performance, risk, and 

compliance 

Department or group focused on a 

specific 3rd party or issue 

Enterprise 3rd 

Party 

Management 

Enterprise 3rd 

Party GRC 

Department 

3rd Party GRC 

Initiative 

Specific  

3rd Party 
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Getting the 3rd party team together . . .  
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Essential elements of a 3rd party management plan . . . 
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Managing risk across extended business relationships 
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Identify, assess & take action on 3rd party management risks 
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Analyze, monitor, & reassess 3rd Parties on a ongoing basis 
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Contracts 

Onboarding 

Performance 
Monitoring 

Code of Conduct 
& Policy 

Ongoing Due 
Diligence 

Training 

Self-Assessments Scoring & 
Reporting 

Servlice Level 
Agreements 

Audits & 
Monitoring 

Supplier/Vendor 
Portal 

Components of 3rd party management 
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Elements of a defensible 3rd party management plan 



15 
© 2014, all rights reserved, www.grc2020.com 

Technology delivers the backbone of a successful 3rd party management program 


Ensure ownership and accountability are clearly 

established and understood 


Manage the ongoing compliance scoring and 

assessment processes 


Conduct initial and ongoing due diligence 


Monitor suppliers for adherence to code-of-conduct, 

policies, and regulatory requirements 


Adapt to changes in risk profiles based on 

assessments and information collected 


Leverage built-in question sets to streamline 
surveys and questionnaires and deliver these in a 
consistent format and in the right languages 


Track status of completion of tasks such as 
assessments and automate escalation when needed 


Initiate and mange remediation follow-ups and 
investigations 


Use verifiable evidence to readily attest to “in 
compliance” status to provide assurance to 
executives and auditors whose name is on the line. 
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Identify 

Evaluate 

Select 

Contract 

On-Board 

Manage / 

Monitor 

Terminate 

©2014 
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Consistent & Repeatable 

• Capture prospective third parties 

• Evaluate based on business context 

and risks 

• Evaluate Contracts & Financial 

Strength  

• Enforce selection policies 

• Establish monitoring and 

documentation requirements 

• Monitor overall risk and performance 

• Interact with third party 

• Collaborate with stakeholders & cross-

utilize information 

© Copyright 2013 EMC Corporation.  All rights reserved. 

RSA Archer Supports Entire Lifecycle 
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• Document Each Vendor Engagement 

• Establish Accountability (People & 

Business Hierarchy) 

• Connect Business Context 

− Business Processes 

− Products & Services 

− Enterprise Assets 

− Corporate Objectives 

• Perform Risk Assessments 

− Inherent & Residual Risk across Multiple 

Risk Categories 

− 4th Party Risk & Risk Governance 

− Overall Risk by Engagement 

− Roll-Up All Engagements to Parent Co. 

− Collect, Assess, Manage Documentation 

Understand Engagements 
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• Assign Performance Metrics 

− Standardized Library 

− Multiple Categories 

− Thresholds, Expected Direction, 2 

STDV 

− Separate Weights & Scores 

• Performance Roll-Up 

− Each Engagement 

− Parent Vendor, across All Engagements 

• Collection via Manual Input, Data 

Feeds, Upload 

• Reports, Dashboards, Notifications 

of missing, stale, and deteriorating 

metrics 

Understand Performance 
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• Right information for right individuals at the 

right time, for example: 
– Status of program activities 

– Most important 3rd party relationships 

– High risk and financially weak 3rd parties 

– 3rd parties with deteriorating performance 

– 4th party dependencies 

Management Information 

• Robust information delivery (dashboards, 

workflow, notifications) 

• Leverage information among stakeholders 

• Rapidly investigate and respond to queries 

• Reinforce accountability and promote 

culture to identify and prevent problems 

from turning into issues 

• Demonstrate effective governance to Board, 

C-Suite, and Regulators 
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Efficient, effective & agile 3rd party management programs 
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• Marshall Toburen, GRC Strategist, email: 

marshall.toburen@rsa.com 

• RSA Archer private Community and Exchange 

• RSA Public web site: http://www.emc.com/security/rsa-

archer.htm 

• Weekly complementary webcasts on various GRC 

leadership topics http://www.emc.com/campaign/global/rsa/rsa-

webcast.htm 

• GRC leadership blogs from myself and my colleagues  
https://community.emc.com/community/connect/grc_ecosystem 

• To arrange an RSA Archer demo, contact: 1-888-539-EGRC 

Questions and Resources 

http://www.emc.com/security/rsa-archer.htm
http://www.emc.com/security/rsa-archer.htm
http://www.emc.com/security/rsa-archer.htm
http://www.emc.com/campaign/global/rsa/rsa-webcast.htm
http://www.emc.com/campaign/global/rsa/rsa-webcast.htm
http://www.emc.com/campaign/global/rsa/rsa-webcast.htm
https://community.emc.com/community/connect/grc_ecosystem

