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Business Issues

* Monitoring frequent changes to laws,
regulations and industry requirements
from multiple sources

* |dentifying, prioritizing and responding
to regulatory data that impacts your
business

 Establishing processes to identify
regulatory changes and implement
measures to maintain compliance

 Tracking the impact of regulatory issues
from identification to final remediation
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Regulatory Intelligence

Identify your source(s) of Regulatory Intelligence

b
]

’ Monitorissues, news and publications from sources

Define a process to review the intelligence

'l
-

Document impact of Regulatory Changes to business

Document recommendations and/or create and track a
Response Plan
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The Impact of Regulatory Changes
* Policy Changes

* Training and Awareness programs
* Process Changes
* Technology impacts

* Exceptions

 Roles Definition/Creation/Assignment
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RSA Archer Regulatory Change Management

Objectives
* Centralized repository of regulatory data

* Clear reporting of activities related to regulatory issue
remediation

 Consistent and repeatable process for regulatory
change management

* Complements RSA Archer Policy and Compliance
Management Solutions




RSA Archer Regulatory Change Management

Features

* Consolidate regulatory intelligence
(from RSS or manually created feeds)

* Perform regulatory impact analysis
* Map regulatory impacts to your enterprise

* Track regulatory impacts to your policies
and controls

* Track remediation efforts associated with _ _
regulatory change e o it A e e

issues keeps us in compliance and lowers our
risks.”

¢ Report On regUIatOry Change management SeniorVi(_:ePrgsidentprntt—:-_rpriseRisk,

activities —

RSA EMC:

© Copyright 2011 EMC Corporation. All rights reserved. 8



Regulatory Intelligence Feeds

Governmental Agencies LexisNexis (free feeds) Independent Watchdog Services
» Center for Medicare Services * Cyber and Privacy » OpenCongress.gov
+ FASB » Dodd-Frank  Top Bills in the News
» Action Alerts « FCPA * Healthcare
« News  Labor Law Alerts * Energy
 FDIC + Bankruptcy Law News * Environmental Protection
 Financial Institution » Copyright and Trademark Law News * Financial Industry
Letters * Copyright and Trademark Law « Utilities
* OIG Reports Emerging Issues * Banking and Financial Institution
* Press Releases » Securities Law regulations
* Special Alerts + Corporate Law * Insurance Industry Regulations
 FERC + Business Law * Privacy
« FTC + Emerging Issues Law News « Technology
« OCC-Treasury * Focus on Oil, Gas, Energy Law * OpenRegs (www.openregs.com)
- SEC * Environmental Law and Climate « Upcoming Closing Comment Periods
* US Federal Registry Change news * Recently Opened Comment Periods
» Department of Homeland * Insurance Law News * Published Final Regulations
Security * Insurance Law Emerging Issues « Opened Significant Regulations
*+ US CERT » Patent Law News
* US Dept Health and Human + Patent Law Emerging Issues
Services + Tax Law News
« American Petroleum Institute « Tax Law Emerging Issues
 Library of Congress (daily
digest)

Note: Other RSS feeds can be added to meet your organization’s requirements
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Regulatory Intelligence Workflow

Determine appropriate feeds for Regulatory Intelligence

b
]

’ Monitor data from RSS feeds

Initiate Regulatory Intelligence Review

'l
-

Document impact of Regulatory Changes to business

Document recommendations and/or Response Plan

RSA
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Regulatory Change Workflow

Regulatory Intelligence Iltems
RSS information reviewed If Reg Intel Item(s)
RSS feeds pulled by compliance team warrant detailed
into solution via DFM Compliance team can also analysis,
add their own items Review is initiated

Policy Change Recommendations / Regulatory Intelligence Review \

Track If Reg Intel requires Perform Impact Analysis; Regulatory Intelligence Review
i aﬁ a Policy Change, Create Findings cross ref to Business is created; multiple Reg Intel
Policy Changes document (ifapplicable) Entities, Assets and Policy Items can be associated with

recommendations Content the review

Document
Remediation Plans and
Exception Requests

Close Close Review? Document
Review or Build Response Plan? Response Plan
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Solution Overview

1. Prebuilt RSS Feeds from
regulatory bodies pull
news and alerts into the
Regulatory Intelligence
Items application

Enterprise
Management

2. Compliance team can
“pbundle” news/alerts
from Regulatory
Intelligence Items into
onereview process for
analysis

3. Thereview includes an
impact analysis to relate
to Policy, Standards and
Controls Business
Hierarchy and Assets
(Findings can be created,
if necessary)

Policy Change
Recommendations

X

) Regulatory
4. If the Impact includes a Intelligence
Policy Change, Review

recommendations can be
documented and related
to Policy content.

5. If the Impact requires a
Response Plan, the plan
is documented via
Remediation Plans and
Exception Requests
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Solution “In a Nutshell”

RSA Archer Regulatory Change Management is an
integrated platform for collecting regulatory intelligence,
documenting the impact of regulatory changes

and tracking response efforts

4 )
CHALLENGES

* Multiple data sources for
regulatory intelligence

» Limited resources to determine
issues and identify gaps

+ Complex compliance and risk
requirements

* Lack of business context to
prioritize regulatory changes

» Lack of tracking of issues from
identification to final remediation

a

SOLUTION

* RSA Archer Regulatory Change
Management: Purpose built
regulatory change management
solution

* RSA Archer GRC Platform: Policy
Management, Enterprise
Management and GRC platform

* Pre-built data feeds for multiple
regulatory intelligence feeds

RESULTS

Reduced time and effort required
to gather and analyze potential
regulatory changes

Improved visibility to regulatory
changes for compliance, risk and
audit functions via easy-to-use
portal

Demonstrated due diligence
processes for compliance

Merged regulatory monitoring
into broader GRC efforts
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Regulatory Intelligence Review

(Step 1 - Review: Document review scope and business impact)

[T 4 RecordZ2of3 P
New Copy Save Apply View Delete Export Print  Email

-

Tracking ID: 186438 |Rohif, Jason
Date Review Started: [10r10/2011 | = - Status: |In Progress - | Edit

Changes to the Deputy Comptroller for Economic and Policy Analysis indicates a change in policy towards privacy affairs. Immediately following his appointment, his statements indicate a highly
probable change in policy requiring U.S. entities with operations in Albania and Estonia to appoint privacy officers locally.

Wwords: 45 Characters: 319

e
Tracking ID
186087 David Mebhut Named Deputy Comptroller for Economic and Policy Analysis oce 10/4/2011 @
..... News
186089 Acting Comptroller Discusses Housing and Foreclosures at the Institute of oce 9/23/2011 @
International Finance L News
186098 QOctober 6, 2011, issue SEC 10/6/2011 @
.m Response
Impacted Business Entities: Impacted Busines: v || Asia Pac Shared semnvices J Adg 'mpacted Geographies: Albania J Edit

Bermuda

ﬂt?maﬁn.:d‘ﬂ#“ﬁ‘ﬂ"ﬁ"

EMEA Shared Semices
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Regulatory Intelligence Review

(Step 2 - Response: Identify plan accountability and regulatory risk treatment activities)

Plan Approver: |Roh|f, Jason A | Plan Manager: |Simmons, Karen A |
Response Plan Overview: This is the plan overview.
Words: 5 Characters: 26 Y
Expected Plan Start Date: | Expected Plan Completion |
Date:
Estimated Remediation Plan $100,000 Actual Remediation Plan Costs: 5765434
Costs:
Response Plan Status: Qpen
Name Remediation Plan Manager Remediation Plan Owner Status
Awareness ign for Requlation X Miehues, Dustin In Process (%]

Mo records to display.

Status Due Date Assigned To Description

In Progress 10/25/2011 Schlarman, Steve Set up a meeting with Legal Counsel in Albania for review of this issue. 8
Closed Tasks

Mo records to display.
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Policy Change Recommendations

(Step 3 - Recommendation: Create Policy changes to address new regulatory requirements)

5 Tl @® | B 2
Mew Copy Save Apply \View Delete Export Print Emal
E3
@ X [{gﬁ}?]ﬂ o |! .IFomfamily ~ Fontsize ~|n I U & x % |§-A Qn@‘]wmum]
Last Updated: 10/28/2011 3:50 P
Tracking ID: 208263 -+ Type of Change: New Content | Edit
Review: [194831 [-
. Name of Change: |MdNewPo|myfmxvz il @ | B
New Copy Save Apply View Defete Email
+ Recommendations:
Hereeasnen e s —
Tracking ID: 208264 - Type of Change: cnangeExlsnngComem Edit
Regulatory Intelligence Review: |194831 \| Add - Status: ‘Recnmmendahnns Under Review v| Edit |
- Name of Change: |ChangeContro\ Standards |
~ Recommendations:
Change Control Standards
Wwiords: 8 Characters: 34
=« Date of i 101282011
. Content Change Owner: |Rnh|ﬁ Jason
- Type of Content Needed: Policy - Words: 3 Characters: 24 4
= P — 5
= LR L D BT The policy should include the following provisions:
~Content Change Owner: |S\mmuns Karen ' Last Updated: 102812011 3:52 P
. X
oY
. Z
‘m.llSeul 01.0 Security Management A
o R —
Standard Name Control Standard Owner
o ATCS 006 ‘Chief Information Security Officer 7130i2009 (:)
No records to display.
ATCS-007 Responsibilities of the Information Security Function 71202009 (%]
ATCS-008 Infermation Security Officers 7/30/2009 (%]

Mo records to display.
No records to display.
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Regulatory Intelligence Center Dashboard

(Step 4 - Report: Track new regulations in real time reports)

Preferences Reports  Help Logout |5earch: Regulatory Inteligence M

R SA ArCh e r eG RC Enterprise Governance, Risk and Compliarnce

Enterprise Management Incident Management Threat Management Business Continuity Management Audit Management Administration Regulatory Change Management

Requlatory Inteligence tems + | Regulatory Inteligence Reviews ~

Administration ¥

i Search Regulatory Intelligence -
Regulatory Intelligence S -
i/ 2 Q @ (=1 |Regu|atory Intelligence ltems by Source (Last7 days) |

Regulatory Intelligence ltems  « |

-~ |3l Advanced Search -

i Regulatory Intelligence Sources -

[ Add New i Latest Regulatory Intelligence -
[ Display All |Regu|at0ry|nte|ligence ltems (Last 7 days) v|
By Source
By Status i i - —ﬁ =
i = I LexisNexis: =
Reports ‘ ‘ Tracking ID ‘Tllle ‘&mn:e FS ‘ Link ‘ |
. |Lexisexis: Dodd-Frank
Regulatory Intelligence Review « = Date Published: 1111/2011 :
Policy Change Recommendati + B Source: Dodd-Frank £ i uFedeml Registry: Copyright Office, Library of Congress
Integration of the .. Dodd-Frank
Issue Management ES Compliance E Federal Registry: Committee for Purchase From Peaple Who Are Blind or Severely Disabled
X Function in Pre-
Exception Requests M Acquisition Due
Findings - Diligence
Remediation Plans - B Source: News |
208328 Independent oce
Foreclosure e News
Review Underway

Federal Registry: Census Bureau

E Source: Agency for Healthcare Research and Quality

Federal Registry: Ammy Department

208339 Notice - Common | Federal Registry | hitplirequlations.jt -
Formats for Agency for
Patient Safety Healthcare
Data Collection e N L
and Event Research and Federal Registry: Animal and Plant Health Inspection Service !

‘hy Local intranet | Protected Mode: Off J‘g v #H100%
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Regulatory Reviews Dashboard

(Step 4 - Report cont.: Track review accountability and status)

RSA Archer eGRC

Incident Management

Threat Management

Business Continuity Management

Audit Management

Preferences Reports  Help Logout |Search: Regulatory Inteligence

%M

Enterprise Governance, Risk and Compliance

Administration

Reqgulatory Inteligence ftems + | R

" " — -

More

Administration ¥

Regulatory Intelligence 2

-Regulatory Intelligence Reviews

ii My Regulatory Reviews

|My Regulatory Reviews A
Regulatory Intelligence ltems  «
- [B Advanced Search Tracking ID Analyst Review Status Date Review Started Review Description
Ea Add New 186437 Schlarman, Steve Assigned 1001912011 Review of latest FDIC Alerts
Display All 194831 Schlarman, Steve In Progress 1042312011 Review of Notices from AntiTrust
By Source Division from Fed Registry.
By Status 208262 Schlarman, Steve Assigned 10/28/2011
Reports
Page 1 of 1 (3 records)
Regulatory Intelligence Review *
Policy Change Recommendati = -
Task Management ¥ iiii Regulatory Intelligence Reviews VWork Queue il = Regulatory Intelligence Reviews
Issue Management % Regulatory Intelligence Reviews by Reviewer A Regulatory Intelligence Reviews by Status A
Exception Requests - 2 I Rohlf, Jason 2 = Assigned
Findi - 33 schlarman, Steve 3 =0 In Progress
indings 1 B Simmons, Karen 2 = Closed
Remediation Plans w 1 B Toburen, Marshall

m

eﬁg Local intranet | Protected Mode: Off 3~
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Policy Change Management Dashboard

(Step 4 - Report cont.: Manage policy change workflow)

Preferences Reports  Help Logout |Search: Regulatory Inteligence M

RSA Archer eGRC

Enterprise Governance, Risk and Compliance

Enterprise Management Incident Management Threat Management Business Continuity Mar t Audit Mar t Administration Regulatory Change Manageme
Regulatory Inteligence tems + | R v I Revi * | Policy Change Recommendations +
P - 1
Administration ¥ Policy Change Management A
Regulatory Intelligence = |POI\cy Change Recommendations Initiated V|
Regulatory Intelligence ltems =
- Date of
@ Advanced Search Tracking ID Content Change Owner R dation Name of Change Status Type of Change
[ Add New 208264 Simmons, Karen 1072812011 Change Control Standards Policy Ch Initiated Ch Existing Content
—_—— 208264 Simmaons, Karen oli ange Initiate ange Existing Conten
Display Al cy g g a
By Source Page 1 of 1 (1 records)
By Status
EY E3
Reports — o
SrrToT TR DR TEET o it Policy Change Trends A it Policy Change Recommendations A
Policy Change Recommendati = Policy Change Recommendations by Deadline Date v Policy Change Recommendations by Content Owner |
12 12
Task Management ¥ 1 &3 Rohif, Jason
1 3 Simmons, Karen
Issue Management E3 14 @ s} 1
1 1
Exception Requests -
0.8 0.8
Findings -
Remediation Plans > | | 06 0.6
0.4 0.4
0.2 021
- Nouerrblet 2011 Deoeml;er 2011 0-
o - +)

‘i‘g Local intranet | Protected Mode: Off dy v ®100% v
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