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Microsoft Entra ID – Archer SCIM Application Configuration 
 
This document describes the steps required to configure automatic user provisioning and de-provisioning from 
Microsoft Entra ID (formerly called Azure AD) to Archer using SCIM. 

Prerequisites 

Before beginning the configuration, ensure following requirements are met: 

• Access to Microsoft Entra ID with Application Administrator permissions 

• Access to Archer instance, including the Manage Users page 

• SCIM Base URL and API Key (Secret Token) generated from Archer 

Step 1: Create a Custom SCIM Enterprise Application in Microsoft Entra ID 

 
1. Sign in to the Azure Portal. 

2. Navigate to Entra ID → Enterprise Applications. 
 

 
3. Select + New Application. 

 

 
4. Choose Create your own application. 

 

 
5. Enter a name (for example, Archer SCIM Provisioning). 
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6. Select Create to complete the application setup. 

 
Step 2: Enable Provisioning and Configure Credentials 

 
1. Open newly created application. 

 

 

2. Navigate to Provisioning and select Get Started. 

 

 

 

3. Set Provisioning Mode to Automatic. 

 

4. Under Admin Credentials, provide:  

•  Tenant URL (SCIM Base URL from Archer) 

•  Secret Token (API Key from Archer) 
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5. Select Test Connection. 

6. If successful, select Create. 
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Step 3: Configure User Attribute Mapping 
It is recommended to begin with minimum required attributes and expand the mapping after validation. 
 

Minimal Parameters required: 

 

 

Email and Phone Number Behaviour 

• Work email (emails[type eq "work"].value) maps to the Business subtype in Archer and is set as the 
default email address. 

• Work phone (phoneNumbers[type eq "work"].value) maps to the Business subtype and is sent with 
primary = true. 

For existing users in Archer: 

• If email or phone subtype is set to Other and marked as default, it will continue functioning as the 
default contact after SCIM synchronization. 
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Only supported Archer contact subtypes should be used. Unsupported subtypes may result in provisioning errors. 

From Archer side, default email sub type should be either Business/ Others 

 
Important Note for New Users 
When users are created through SCIM, Microsoft Entra ID sets the default (primary) email only at the time of 
initial provisioning. 
 
If a user is created through SCIM without an email address: 

• Any email added later through synchronization will not automatically be marked as default by SCIM. 

To ensure, correct default contact behaviour, email attribute must be populated in the Entra user profile before 
initial provisioning. 

Mapping Archer Custom Attributes (Example: securityId) 

 
7. Navigate to Provisioning → Attribute Mappings → Provision Microsoft Entra ID Users. 

1. Select Show advanced options. 

 

2. Select Edit attribute list for customappsso. 

8. Add the required custom attribute (for example, Security Parameter denoted as securityId ). 
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3. Save and refresh the mapping page. 

4. Select Add New Mapping   

 

 

5. Configure the attribute mapping. (for example, map securityId to a constant value such as 1, 

depending on the Archer configuration). 
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6. Save the Mapping 

Ensure custom attribute is added to the attribute list before creating the mapping.  

Example attribute mapping covering the full list of supported parameters: 

 

Step 4: Group Mapping (Manual Group Creation Required) 

Archer does not support automatic group creation via SCIM.  

Recommended Configuration:  
 

1. In Group Attribute Mappings, uncheck Create under Target Object Actions.  
2. Manually create corresponding groups in Archer with names identical to the Entra ID groups. 
3. Assign appropriate Access Roles to these groups in Archer.  
4. SCIM will automatically manage group membership updates 

 

Note: - Remove externalId from group mapping to avoid provisioning issues 
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Step 5: Test the Configuration 

1. Assign SCIM application to a test user and group. 
2. Navigate to Provisioning → On-Demand Provisioning. 
3. Initiate synchronization. 

 
Validate the following: 

• User is created successfully in Archer. 

• Group memberships are reflected correctly in Archer. 
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Internal Use 

   

Automatic Provisioning Behaviour 
Once automatic provisioning is enabled, Microsoft Entra ID will initiate synchronization at regular intervals. No 
manual action is required after the configuration is completed and validated 
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