Internal Use

Microsoft Entra ID — Archer SCIM Application Configuration

This document describes the steps required to configure automatic user provisioning and de-provisioning from
Microsoft Enfra ID (formerly called Azure AD) to Archer using SCIM.

Prerequisites

Before beginning the configuration, ensure following requirements are met:

e Access o Microsoft Entra ID with Application Administrator permissions
Access to Archer instance, including the Manage Users page
SCIM Base URL and API Key (Secret Token) generated from Archer

Step 1: Create a Custom SCIM Enterprise Application in Microsoft Enfra ID

1. Signin fo the Azure Portal.
2. Navigate to Enfra ID — Enterprise Applications.

Home

v MSFT | Overview

« == Add v 5! Manage tenants What's new 5 Preview features 47 Got feedback? v

O Overview Y
@ Microsoft Entra has a simpler, integrated experience for managing all your Identity and Access Management needs. Try the new Microsoft Entra admin center! (3
I Preview features

Overview  Monitoring Properties Recommendations Setup guides
# Diagnose and solve problems

v Manage £ Search your tenant

& Users

2 Groups Basic information

85 Extemnal Identities Name MEFT Users 43

a Rolesand

& administrators Tenant ID ©9a68a05-e603-4639-ae35-7e5244892b52 @ Groups 21

& Administrative units Primary domain t6xb 1.onmicrosoft.com Applications 13
Delegated admin

b partners License Microsoft Entra ID P2 Devices 1
Enterprise applications

Alerts

LT Devices

3. Select + New Application.

Home > MSFT | Enterprise applications > Enterprise applications

=== Enterprise applications | All applications

AR s
4 4 + New application 'f_) Refresh ‘J_r Download (Export) 0 Preview info == Columns [ Preview features ,5-\1 Got feedback?
~  Overview a
View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their |dentity Provider.
@ Overview
The list of applications that are maintained by your organization are in application registrations,
X Diagnose and solve
problems -
AR Search by application name or object ID Application type == Enterprise Applications Application ID starts with X + Add filters
~ Manage

11 applications found
™

&I All applications Name 1L ObjectID Application ID Homepage URL Created on

4. Choose Create your own application.

Home > MSFT | Enterprise applications > Enterprise applications | All applications

Browse Microsoft Entra Gallery

{ Create your own application & Got feedback?

The Microsaft Entra App Gallery is a catalog of thousands of apps that make it easy to deploy and configure single sign-on (SSO) and automated user provisioning. When deploying an app from the App Gallery, you leverage prebuilt templates to connect your users more securely to
their apps. Browse or create your own application here. If you are wanting to publish an application you have developed into the Microsoft Entra Gallery for other organizations to discover and use, you can file 2 request using the process described in this article

o Search application Single Sign-on : All User Account Management : All Categories : All

5. Enter a name (for example, Archer SCIM Provisioning).
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6. Select Create to complete the application setup.

Step 2: Enable Provisioning and Configure Credentials

1. Open newly created application.

Home > MSFT | Enterprise applications

gzi SCIM - Test | Overview

Enterprise Application

i Overview
m Deployment Plan
¢ Diagnose and solve problems
v Manage
{l} Properties
&2 Owners
&, Roles and administrators
& Users and groups
3 Single sign-on
£ Application proxy

C Self-service

Properties

Name O
[ 5CM - Test D

Application ID ®
[ te008f29-c087-4d12-8523-8.. 1 |

ObjectID @
[ 400f5603-ff16-487d-a3cc-30... [y |

Getting Started

& 1. Assign users and groups

Provide specific users and groups access
to the applications

Assign users and groups

2. Navigate to Provisioning and select Get Started.

Home > MSFT | Enterprise applications

Enterprise applications | All applications > Browse Microsoft Entra Gallery

o SCIM - Test | Overview (Preview)

© Overview (Preview)
© Overview
~ Manage

&

2 Provisioning

~ Monitor

~+ New configuration | [»

Enterprise applications | All applications > Browse Microsoft Entra Gallery >

—3 2. Set up single sign on

Enable users to sign into their application
using their Microsoft Entra credentials

Get started

() Refresh &7 Got feedback?

®

3. Provision User Accounts

Automatically create and delete user
accounts in the application

Get started

(@ Thisis a new version of the provisioning user experience. This will replace the old experience in May 2025. No customer action is required. You can provide us feedback on the new user experience using the "Got feedback” button.

Get started

Get started with application provisioning

Configure, test, and deploy your provisioning setup using the steps below.

Create configuration

' Provide the credentials to connect to your

application and test connectivity.

Connect your application

3. Set Provisioning Mode fo Automatic.

4. Under Admin Credentials, provide:
e Tenant URL (SCIM Base URL from Archer)
e Secret Token (APl Key from Archer)
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Home > MSFT | Enterprise applications > Enterprise applications | All applications > Browse Microsoft Entra App Gallery > SCIM - Test | Overview

New provisioning configuration

Microsoft Entra ID

,G'? Got feedback?

@ This is a new version of the provisioning user experience. You can provide us feedback and suggestions on the new user
experience using the "Got feedback” button. Click here to switch to the legacy experience.

Create a provisioning configuration by completing the setup below. You can edit attribute mappings, scoping rules, and
other settings later in the setup. Learn more @

Admin credentials

Create automatic provisioning configuration for: "SCIM - Test". A successful test connection may be required to proceed.

Select authentication method:

| Bearer authentication v |

Tenant URL @ *

| https://sample-prod.scim.archerirm.us |

Secret token

| Test connection

Next steps:

After creating your configuration with default parameters, you will be taken to the configuration details page to manage
advanced settings.

5. Select Test Connection.
6. If successful, select Create.
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Home > MSFT | Enterprise applications > Enterprise

applications | All applications > Browse Microsoft Entra Gallery

New provisioning configuration
Microsoft Entra 1D

2 Got feedback?

@ Thisis

action

of the previsioning user experience. This will replace the old experience in May 2025. Ne customer
fou can prowvide us feedback on the new user expanience using the “Got feedbadk” button.

Create 2 provisioning configuration by completing the setup below. You can edit attribute mappings, scoping rules, and
other settings later in the setup.
€am more [
Admin credentials
Create sutomatic provisioning configuration for, SCIM - Test

Tenant URL *

httpsy _ archerim.us

Secret token

“Test connection

Next steps.

After creating your configuration with default parameters, you will be taken to the configuration details page to manage
‘advanced settings.

=

Step 3: Configure User Attribute Mapping

It is recommended to begin with minimum required attributes and expand the mapping after validation.

Minimal Parameters required:

Attribute Mapping

B save X Discard
Enabled

-» -

Source Object

Source Object Scope

Al records

Target Object

Target Object Actions

B create
B vpdate

B Delete

Attribute Mappings

Attribute mappings define how attributes are synchronized between Microsoft Entra 1D and customappsso

customappssa Attribute Microsoft Entra ID Attribute

userName userPrincipalName

active Switch([IsSoftDeleted], , “False", “True", “True", “False”)
name.givenName giveniame

name.familyName sumame

Add New Mapping

Email and Phone Number Behaviour

Work email (emails[type eq "work"].value) maps to the Business subtype in Archer and is set as the

default email address.

Work phone (phoneNumbers[type eq "work'].value) maps to the Business subtype and is sent with

primary = frue.

For existing users in Archer:

If email or phone subtype is set to Other and marked as default, it will continue functioning as the

default contact after SCIM synchronization.

Matching precedence

HHHHg
¥
H

Remove
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Only supported Archer contact subtypes should be used. Unsupported subtypes may result in provisioning errors.
From Archer side, default email sub type should be either Business/ Others

Important Note for New Users
When users are created through SCIM, Microsoft Entra ID sets the default (primary) email only at the time of
initial provisioning.

If a user is created through SCIM without an email address:
e Any email added later through synchronization will not automatically be marked as default by SCIM.

To ensure, correct default contact behaviour, email attribute must be populated in the Enfra user profile before
initial provisioning.

Mapping Archer Custom Attributes (Example: securityld)

7. Navigate to Provisioning — Aftribute Mappings — Provision Microsoft Entra ID Users.
1. Select Show advanced options.

New

Attribute Mapping

ft Entra ID Attribute

Matching precedence it

cipalName 1

2. Seleét Edit attribute list for customappsso.
Add the required custom attribute (for example, Security Parameter denoted as securityld ).

H
H
EHEE '




3.
4.

5.
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Edit Attribute List

Save X Discard

roles[primary eq “True").display String [l O
roles[primary eq "True"].type String D D
roles[primary eq "True"]value String O O
urniietf:params:scim:schemas:extension:enterprise:2.0;User:employeeNumber String D D
urnietf:params:scim:schemas:extension:enterprise:2.0:User:costCenter String D D
urnietf:params:scim:schemas:extension:enterprise:2.0:User:organization String D D
urniietf:paramsiscim:schemas:extension:enterprise:2.0:User:division String D D
umnietf:params:scim:schemas:extension:enterprise:2.0:Userdepartment String D D
umiietf:params:scim:schemas:extension:enterprise:2.0:Usermanager Reference D D
urnietf:params:scim:schemas:extension:Archer:2.0:User:securityld Integer D D
urnietf:params:scim:schemas:extension:Archer:2.0:User:forcePasswordChange Boolean D D
umietf:params:scim:schemas:extension:Archer.2.0:User:enableApproveContentByEmail Boolean D D
urnietf:params:scim:schemas:extension:Archer:2.0:User:additionalNote String D D
umiietf:params:scim:schemas:extension:Archer:2.0:User:defaultHomeWorkspaceld Integer D D
urnietf:params:scim:schemas:extension:Archer:2.0:User:defaultHomeDashboardid Integer D D

Save and refresh the mapping page.
Select Add New Mapping

Home > MSFT | Enterprise applications > Enterprise applications | All applications > SCIM - Test | Overview (Preview) > Mew provisi

Attribute Mapping

nfiguration > SCIM - Test | Attribute mapping (Preview)

Source Object Scope

Al reconds

Target Object

Target Object Actions.
B create
B vpcate
B Delete

Attribute Mappings
Autribute mappings define how atiributes are synchranized between Microsoft Entra 10 and customappsso

customappssa Atribute Microsoft Entra I Antribute Matching precedence Edit
userName userPrincipalName 1

active SwitchilisSohDeleted], , “False”, “True”, “True", “False)

name grenhame givenName

name tamiyName: sumame

wmig a sei20cUsen 2

Add New Mapping

[ Show sdvanced options

Configure the attribute mapping. (for example, map securityld to a constant value such as 1,
depending on the Archer configuration).

Oo0o0o0o0oooooooooboog

{

Oooooooooooooogog
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Home > MSFT | Enterprise applications > Enterprise applications | All applications > SCIM - Test | Overview (Preview) » New provisioning configuration > SCIM - Test | Attribute mapping (Preview)

Edit Attribute

A mapping lets you define how the attributes in one class of Microsoft Entra object (e.g. Users) should flow to and from
this application

Mapping type ©
Constant e |

Constant Value * @
1 -]

Target attribute * (D

umietf:params:scim:schemas:extension:Archer2.0\Usersecurityld ~ |

Match objects using this attribute
No ~

Matching precedence (O

Apply this mapping ©
Always ~

6. Save the Mapping
Ensure custom attribute is added to the attribute list before creating the mapping.

Example attribute mapping covering the full list of supported parameters:
Attribute Mapping
B uvpdate

B oslete

Attribute Mappings
Attribute mappings define how attributes are synchronized between Microsoft Entra ID and customappsso

urniettparams:scimschemasiextension:Archer2 OUsersecurityld

customappsso Attribute Microsoft Entra 1D Attribute Matching precedence Edit
e werPrincipabiame . e |
active Switchi(isSoftDeleted]., “False", “True", “True", “False") | e ]
tle jobitie [ e |
emailsltype eq "work’Jvalue mail | e |
prefemedLanguage 10 [ e |
name givenName givenNiame K
name familyName surname “
phoneNumbersitype eq “workJvalue telephoneNumber “
phoneNumbers{type eq “mobile") value mobile K3
locale ko-kR [ e |
timezone Central Standard Time
urniettparams:scim OUser companyName [ e |
o]
. her2.0:UserforcePasswordchy false | et |
urmiettparams:sc 20User false | e |
urniet 20User: User ifecycle is managed through SCIM K3
urnsetfparams:scim n d s [ e ]
i Q:User:defaultHomeDashboard| 1 m

Step 4: Group Mapping (Manual Group Creation Required)

Archer does not support automatic group creation via SCIM.
Recommended Configuration:

In Group Aftribute Mappings, uncheck Create under Target Object Actions.

Manually create corresponding groups in Archer with names identical to the Entfra ID groups.
Assign appropriate Access Roles to these groups in Archer.

SCIM wiill automatically manage group membership updates

Bl ol

Note: - Remove externalld from group mapping to avoid provisioning issues

g
£



Internal Use

Enterprise applications | All applications > Browse Microsoft Entra Gallery > SCIM - Test | Overview (Preview)

Attribute Mapping

B save ¥ Discard
Enabled

-«-»
Source Object

Source Object Scope

Al records

Target Object

Target Object Actions

[ create
B update

B peler=

Attribute Mappings

Attribute mappings define how attributes are synchronized between Micresoft Entra ID and customappsso
customappsso Attribute Micrasoft Entra ID Attribute

displayName displayName

members members

Add New Mapping

[ Show advanced options

Step 5: Test the Configuration
Assign SCIM application to a test user and group.
Navigate to Provisioning — On-Demand Provisioning.

1.
2.
3.

Initiate synchronization.

Validate the following:

User is created successfully in Archer.

New provisioning configuration

SCIM - Test | Attribute mapping (Preview)

Matching precedence

1

Group memberships are reflected correctly in Archer.

me > MSFT | Enterprise applications > Enterprise applications | All application SCIM - Test

2a SCIM - Test | Users and groups

© Overview (Preview)

() Retresh €

© The application will appesr for assigned users within My App. Set Visible 1o users?' o no in properties to peevent this.

© Overview
8, Provision on demand
~ Manage
& Connectivity (Preview)

2 _Provisioning Poe—

No application assignments found

B Expression builder

Moretor
& Provisioning logs
& Auditiogs
@ insghts

v Troubleshoot

B New support request

Object type

Manage view

g o]

-]

Role assigned
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Home > MSFT | Enterprise applications > Enterprise applications | All applications > SCIM - Test

9, SCIM - Test | Provision on demand

X @ G) Learn More ,9"_—‘ Got feedback?

@ Overview (Preview)
Provision on-demand for a subset of users or groups before rolling it out broadly to your organization. When provisioning a group you can select 5 members

O Overview at a time.

&, Provision on demand o Mo user or group will be provisioned on-demand that would not have been provisiened through the regular provisioning cycles.

A -
anage Selected user | I}J Adele Vance *

& Connectivity (Preview)

@ Provisioning
& Users and groups

Attribute mapping
(Preview)

=
B Expression builder
~  Monitor
& Provisioning logs
B Audit logs
@ Insights
~ Troubleshoot

& MNew support request
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s ¢ Enterprise applications | A perform action

Provision on demat

Modified attributes (successful)

Data flow

(@D Learn More Technic

User 'AdeleV@yngl0.onmicrosoft.com’ was created in customappssa

User Target attribute name Source attribute value Expression Original target attribute val...
Adele Vance active Switch("False”, , "False”, "True",... Switch([IsSoftDeleted), , "False...
Adelev@ynglo.onmicrosol
userName Adelev@yngl0.onmicrosoft.co.. [userPrincipalName]
name.givenName Adele [givenName]
1. Import user name.familyName v [surname]

This step shows the user ret
properties of the user in the sol

o Success | View details

2. Determine if user is in scope

This step shows the scoping ¢
ones the user passed or failed.

o Success | View details

3. Match user between source

This step shows whether the u:
as the properties of the user in

o Success | View details

4. Perform action

This step shows the action tha
such as creating a user or upda

Provision ang

Retry

Automatic Provisioning Behaviour

Modified target attribute v...
True
AdeleV@yngl0.onmicrosoft.co...
Adele

v

Once automatic provisioning is enabled, Microsoft Entra ID will initiate synchronization at regular intervals. No
manual action is required after the configuration is completed and validated

Home > MSFT | Enterprise applications >

Enterprise applications | All applications > SCIM - Test

o SCIM - Test | Overview

0O Overview (Preview)

0 Overview

F, Provision on demand

~ Manage
& Connectivity (Preview)
2 Provisioning
&8 Users and groups

Attribute mapping
(Preview)

=

B3 Expression builder
~  Monitor

m Provisioning logs

E Audit logs

@ Insights

~ Troubleshoot

& New support request

G Restart provisioning & Edit provisicning '9: Provision on demand

Statistics to date

Current cycle status

Incremental cycle stopped. ~  View provisioning details
0% complete

~  View technical information

View provisioning logs

Manage provisioning
Update credentials

Edit attribute mappings
Add scoping filters
Provision on demand

() Refresh | 37 Got feedback?
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